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o XXXXXX: FUIFEFRRZAHEBRPMACHHESL
RIS EEEALRAN . RS EERS Sl s
FHNEPRZES . TEAPRSSET:
=
o (Z1k
izl
zﬂﬁiiﬁﬁl}]lﬁ , ANEY “EE” i, BTEHERE, RERIMmE
Bl o
EEFMUBEIRER ‘7”7 , BN AT, £RIINE
FEIRE
HBIEPZERS WMASRBIAERZERE,
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SAS5FEL

S| EEXPRIKE RE > REFRKE > $BOLT .

4-87 550<

Atlas 500 A2 EREME

Webiif FRERE BRAN

o SHBOLS

HAER

i RERERE, MEXSKAREN

BRsBEO0L

LHIBEPER 59

£|2 BE ‘BABOL7 .
o SASBOSAEIEEOSEE, BEEERE.
o IEENH, MABFPER, HRERF, BISABEOS,
o  SANHEERUNIR.conf, BEXHRIA/NREITKLAR; ERITHAFTIKEBIZ20

AN

$|3 BE “550<

£} EEH

NFRF, RFGINZITRI20M FAHRET R o

win” S, FERE e,

4-88 SA\550%

i ARRGHRT, MBNSHATEN

IR

BOSFHR

D BABOSHIERNES
D iR ARPES, EfRF, HTSABOS
() SASHRERE conf, BXHNANREITKIRA; ERTIHASRKEST0MNTH, REIETHZTM20T RS

HEIAPER | S
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AR
o BRRAARWFSA—TEEXH.
o SANHEREBEZRFLNAISEOSTH,
SIS F ‘HRIAPER” XAMEFRARSRIRINAFED,
$|e BE “REF7
FELSEE “SSOSEARY” IBHE, RRSAFBOSFHEEI,

-

SR EEXPHIRE RE > REFRE > $BOLT

4-89 551<%

Atlas 500 A2 EHE BR

Webif EERERG BERAM AEH IER SR

o SHBOLS

ERER

i ARRERE, MENSKIREN

BRBEO0L

$E2 5F ‘BH7 , BENRANSBOSFHREFREFESM .

4-90 45505
WebiBt BRERH BRI BB IERdEE

o SHsS

EiER

| RERERT. MENSHAREN

IR . WREOS

O SABOSSLANBOSES, BEMRTE
WABPES, 77, MEAIgASOL
{RUR conf, EISTHEIA/NNEEIKEIR; ERTXHREREST20TMFE, RABMZTH0TFRHEHTLE

ELiE o]

s
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HIFRSSFEE
S| EEXPRIEE RE > REFRKE > BOLT .

4-91 550<

Atlas 500 A2 EREME

WebigHf FRELE BERAN

& GBS

HifER

i RERERE, MEXSBAREN

BRBE0L

$I2 BE “REREOLS7 .
o MBRRIOLSEIEKE, BEEERE.
o BWARFPEN, ArEiRE, BUTRRRANERISEOS.

4-92 MIFR55O%S
o SHENS
EilifER
i RELLRE, MENSHTREYR

R SABAS

D BROOSTERE, HERRIE
D BABPER, #FAmlE, DUNRRAAGHSE0S

HARFER =R

W3 7E “ HMAPED IMERHARALEINAPERE.
WA BF (R
SEESEE “BOCHRE" BTE, TR0 FmmT.
R

4.6.1.5 iFH
Atlas IESIESSLIRSZ SBEBIIS . IEPEGIRIBSEE.

SSLIFBEI EE Fimil 2 fIWebR B 28 2 BIFE I —5:SSLELE@EE (1B
EIH’JT‘ﬂTiPS) , SCMEIREEAEEPiRFIIRSEZEINZER, ATABERELEEIEER

SSURIE T WHERBERNZREE, nﬁjﬁHPTL)\LLHEx’ IEBIGIERTAIaRIMuLZE
BHESLAIE. %EmAtlas ESHZEM, FEAFRSABENXIES, FRITEFNE
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HRAFPEREBREIE, HmsZgAtlas 500 A2 EEe/ERBALZ S
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S EERBREE B > LK >IN .

4-93 PRSZIEBRE

Atlas 500 A2 SERE/\E =

Webig B ERERE BRAA BOe IEBEHEE

S

BRSSIER | FRIEHEEER

i LSEBZESETRESESER

L2 EHEUEPET, BRE ‘THIEREREKR" , THIERSEIEK,

4-94 THIEBEZIBER
B

BRSSIEH v PR EEER FEIEE

i LEEBZENEATHEBESER

£|]3 BE “HELER” , #EALEEBRE.
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4-95 F&IEH

LEER

i BRIRIF10KBELAN crt, cer IEXAHES

U3

ELT)

o RE[BIEPHEFFERE=FREETEN, BERNENREZEHRSHIN
ZEi%, HIANRSA4096,
o HEANEBRSHREBATFI0KB, BEHXZHE.crtfl.cert&ATES .
T4 B EPNET EE’J-, IR EE HERTES,
4-96 HEIFHE

EEIER

i BEIRSTF10KBLIAN crt, .cer R MES

R H

HAAPER
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SIS £ “HRIAPER” XAMEFRASRIKAEE
H$|6e BE ‘BN
WELGREE “EBSNGE, SHLUESERREERINAEZER RriRPE.,
(0 %8R
IEBLERNGE, FEERRRTEEN.
----455R

4.6.1.6 IFBITHALEE

BB AR S AT E
SB EEREREE RE > TR > IHTHEE

4-97 EPiTHAEE

Atlas 500 A2 EBE/\IS

WebiB i ZRER BN B0

HifER

I RESERE, MBXSKTSER

RAISEXRN

2]

T2 IRERAISEZEXRH.
BILABRENAIE, FrlaNREISEZXRE,

il EemsEry, arecll, SEORMENSERENTE,
mresils, SetoEn—%; Sot-RAs—%
(RARIY:

EVESEE N7 ~ 180, BfIAX, BUMESI0K,
AFRERGZEN, ERESENEXH, FEHEHIES.

W3 7 “HED XAMERBARSGSRIBRES.

SWa BE “IR7F
SES RERI IBRE, TSRS SRR .
TR

4.6.2 IkEH]

(ERm=R

IREIBTEREF, SRAREFEDRERAN, ATLIERKSEL REINEE, Fir
BIREELHTIRE
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ikl

o REHTRESLMSFERERES. IRERTRE, SIS,

o IREHORETIET, BRGHBRE, NRDEE, TaeSHREH R
%MO

o EEHFHRLIRRLURERENE, RS RTIRE S RIRE,

o KEHIRER, ATAWebERMIPHIIENARE—1 . NRKEL RER
ERREIPHEIL, WIKELRERE, RERYIPHUIATATAEWebER; WIRIE
BEAGREIPHIL, IKEHIRER, i5tethORIIPHBIIAATFWebER

BRIESER
ST EELPPIEE RE > IREHT .
BN “UREHT” RIERE.

4-98 IREHT

Atlas 500 A2 S8/

AT

HiER

i RERERT, MEXSHARER

1Ptk . FRE

D HREHTSENSBRAEREEER, BERRENPBILETF-XER.
(O ERREBP, FEHrF F—FAOLAE S PHLERERRSVAN D, WARZRHREBLIPHLE.
D RS RER TS, WERRE.

ERREpHE

=iz

2 EEREAFREMEPHIIHIT T IXER.
o 2, 7 “IPHHUE” SbBE “RET
FETRAERERERREBAIPHLL, LETRERER.

AR

EERPIZEREISIERRRAYIPIHIIL, FIREFRENIPHIESEOAR X AER—R
R, REHRER, SHEIREBRIPHIITLZTEERRFIING

o &, T “IPHblE” QLB “FMREE” .
MARL
TREBFLEIPHELL, FLSIPHEADSIRE N RABAIPHELL, TR RTARIBIDRE .
SH3 EFREBIPHELL
SHA £ ‘T8 XAMEFMASRIRABAES.
S| BE “RE .
FRmEsg “IRR" MEE, % “REFRE .

SCRGRRA 01 (2023-05-11) RIS © ERRAGIRAT 79



Atlas 500 A2 ZEEELSEERS
BPFiER 4 Web REINEENA

FRELGEE “REFRIKEL RE, £EREAHBEZR100H, TREBEFHRIFHR
HEZRNH RBTE, FREFHRIKELRE

(REELY:
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AEDPFENBEIEFAtas IESHGEIFE, XfAtlas IESFIAtlas 500 A2 ZRE/\ih
R THIPRIERIRIE

5.1 @< 1TIHAA
52 BFwnS1T
5.3 ERRNRBHIPGS

5.4 FEHENLinux#iPS S
AN Vi
5.1 ap< 171 AR
NBHSTAIELIEIIIEE .

5.1.1 &=

M SITERANNEEFSRS-1.

& 5-1 a1 THSTURILIE

Bt =X

LN BTREF (HTSPHRIETE. BASANFRS—HIIHS ) XA
AR

FHE 1T (TP VRBALIMERITERIIRS ) RBAMETR

[] xR ‘[ EERIHBSERSERENETER.

{x|yl..} | ®FAEPHBSMERFER

[x|yl..] | BFARPES MERFEER—PEE L,

{x]y|..}Y | EFARIHSNERPIZRS, ROBN—, KSIEAEIE
I,

[x|y]..T | BFMBEPESNEIRFIZES N HERIE.
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A P
5.2 EFmnd1T
e LB A T AR E RSB S1T:

e SSH
BESSHAXERMS1T, RBATFSNTHERENER,
(MARTY::

SSHERSS S IFHIINZZEXE “AES128-CTR” . “AES192-CTR” #0 “AES256-CTR” . {$FH
SSHEZEFAtlas IESHT, EFRIEMRAVINEEX,

o AitEER[
AR
o EESXBANERNEBRRE, REBWILAREITHE. FE50ME, FUERE
%0
o NRIERGHIZEM, YIRERE, BRAHMELYINES, FErEH.
o FABRT, p<fTHBRIRIIEA155,

o BIMOBREER AT, YIRRIEAERIFEEBIIMEMRSREEN
At8iE, HHEAEEZIRAINOMEENOIPHIITER—MWE
(1] 288
BZRENEZANEEN O, ERIE—SEM OIS RAtlas IES.

o BEBRMEREIERHWGST, YNFTEITHOLRERIER RSB Atlas
500 A2 Eag/NibER O

i SSH BF

ARG FEHEFASSHIMYAIEATE.

BEPInEE ( BEBIEMEIERE ) FlAtlas 500 A2 Bag/ b EEMNO .
BB Eimithit, {FERISAtlas 500 A2 Fag/NHEIENOEE,
EEFIRITHSSHIEHEREEXSEH (aIPiEtt ) .

ERERAtlas IESFS, MIAFRPBTNER,

(11 =8
o itFIFFILDAPEFIIEEIESSHA R & FAtlas IESERSIT.

o (FFAALDAPEFZEFAtlas IESApS1THT, FTERIEAtlas IESSLDAPIRSEERIZEE M .
o LDAPHFEZRN, FHEMANEIRSREE, HEFSEEITE.,

LA

BIHROSR

i

ZHRM.
TBRkEiREREOGLIT, TRRENSHE:
- RAEFER: 115200

iE
B
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- BUB(I: 8

- FEREK: X
- = A

- HUERES: X

3. FMpLInfERINRFRAFIE.

5.3 ERINREHIPSS

AESIREAtlas IESFIAtas 500 A2 EELINEE RIS AP

JIHJ%S'Z o

& 5-2 iR

, BINRIBIES

mER/IR mS IR BiEs®
manual_kmc_updatesh | BFEHKMCEZSAFIE | BAR{ESESM5.3.1
250, manual_kmc_updatedp

<

update_alg.sh

AT tcEAtlas IESIRSSH
EIEﬂ BERERNINEE

I o

BXg{EE&5.3.2
update_algap< .

mount_white_path

RATFRERREARSF
SANRFBEEMEHE

B{Kig{EiE&05.3.3
mount_white_path#p

2o <o
modify_path_sftp FIFECESFTPIIAE BINREES5.3.4
modify_path_sftpap< .
om_ability_policy.sh BFsEshIFrx. BixgE5&15.3.5
om_ability_policydp< .
ies_tool restore_factory | AFiZfEkEHRE. | BRIRIF1ESNH5.3.6

ies_tool restore_factory
AN
an<e

gpio_operate

BFZEGPIOEHIBIHEN
SHptE.

BIMEEBEZS5.3.7
gpio_operateds$,

FeENHRIETETNRE

boot_tool BFEafmgERmiEx | ENRESE2005.3.8
5o boot_tool#p< .

ip route BFEESEEERAY | B EEESM15.3.9.1 ip
HERAXREEEE. 828 | routedp<,
L = ten I

ip rule ELﬁU)%{zﬁEgr% Eiﬂ%? BigF5&5.3.9.2 ip

ruleds$,
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5.3.1 manual_kmc_update 5<

n<LIhEE
Zan S BT FERIEFHFKMCERPIRZER

BN
manual_kmc_update.sh

{EF315R
HEPEEEHMkmcEBMNZFERNERSE . REEIY, JLERLLSSHITER.
manual_kmc_update.shi#s <R {EBrootikSHIT . iroottkS158%5.4.18
develop#p$,

{5 R/l

1. #47d5<cd /home/data/config/default/IHNECE X HFRERRR, 1224
update_key.jsondifJadvance_update_rk_days. advance_update_mk_days=E&
B, =FInT:
{
"advance_update_rk_days": 3650, # ZEiIXFIFEX 93650

"advance_update_mk_days": 180, # ZEZiXFFEX /3180
}

AR
o EBENXHPRIEMFRIEDIEN .

o BEnEREHEFSEINAER, MRAFEEREENEMRER. TEPAIN
R, ENERNTERIIZE, BFRETERZVN.

& 5-3 SHREA

2% 58H

advance_update_rk_ | BUESBEI/I[1,3650], BAINMEAN15, FRREZHEIHAE
days HARI15 RS FH .

advance_update_mk | BUESEE/9[1,180], BAINMED15, FREEREIEAR
_days HABI15 K& EH

2. N “Jusr/local/mindx/MindXOM/tools/” B2, HITIA TS EIRKMCER
H. TZHA.

./manual_kmc_update.sh

5.3.2 update_alg 75

=

LIEE
iz BTEREA s IESIRSS HIREE I ERMNEL L.
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FPiEmE 5 m1INE
R
update_alg.sh -s [sdp_alg_id] -h [hmac_alg_id]
(EFfEra
IEEEREEHIENESEENZEMEFRIPEER N EREIR, NRAPARIIENE
BENERARIAEE . AP oRIESEiRG R ERZan S TIESEIAEE
update_alg.shap < FEAroottkSH1T . HikrootikSi52%5.4.18 develop®p
A
<o
(5Ll

1. PUTHTaS, HNGSHARERER.

cd /usr/local/mindx/MindXOM/tools

2. PUTUITERS, (EINEEERE.
JJupdate_alg.sh -s 9-h 2054

AR
FERTHIARD, BREREENBERGEFEETES.

Zan SIS EECE X PRIsdp_alg idSHRVEIEXII9, hmac_alg idSHBIEIZH
2054,

2 5-4 SH(HA

8% il
-s IEEERINESX, RAEss9, o

BUXTRZAES_ GCM_128.
AES_GCM 256,

-h IEETEMRIPEL, REEJ920535,
2054, 9SBIXFAISHA384, SHA512,

5.3.3 mount_white_path 5%

L IIRE
Zm AT HEREROSERSNBPEEERER.
FFIBE Webi TR, QESAREHFIOSEOANBET. IRBEN
BEFEASE, BABTZHSHTR.

S 62

1. #117452: cd /usr/local/mindx/MindXOM/tools/i# NIRRT ERR R o
2. RIEFRERUTHS.

- ./mount_white_path add Absolute Path [MERZEFFIN—NIRER ., BIX
RZ0MN64ANEITIRFFAZ RS, MISEEZRIREZMT, WRFEFE
AERZRERNEY, BREREASLRERNN,
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SEREA

{EFiErE

{EFASLHY

./mount_white_path delete Absolute Path NBEZEHhMIIE— B, F
BEIRRgEfbr— 1 gER . EEEBEATFNEZEPHIER.
./mount_white_path display B ~rHaIEHZEAEHIERRER
./mount_white_path check Absolute Path i EIRREREHRZES, F
BEXHEEE— KR,

- ./mount_white_path -h, --h, -helpzi--help EREBHEE.

MR

o HIZBMRRFAEEHTHEER.

o HZEABHARIREA “/opt/mount/” F1 “/var/lib/docker”
o AZBHPIEERNMEEAATFFERFERXER.

o HAZRIIRPEAZIFOANEITIER .

o BEPKEFREER “/home” F “/opt” BRAIFBRLA “/var/lib/docker” , BAEE
£: “Jopt/local/” . “Jusr/local/mindx/” . “Jopt/cert_backup/” . “/opt/
ascend/” . “/opt/Atlastmp/” . “/opt/containerd/” . “/opt/edged/” . /opt/edge-
installer/” . “/opt/edge-register/” . “/opt/lost+found/” . “/home/data/” %0 “/
home/log/” . “/home/admin/” . “/home/AppUser/” . “/home/MindXOM/” . “/
home/MindXEdge/” REFIRZ,

28 SRR BB

Absolute_Path HZBRYEITIRER H@ITIRRER, IBREK
KEH255,

mount_white_path#p S RERMrootikSHIT. tHRrootikS152%5.4.18 develop

A
nn/v\o

#1785 cd /usr/local/mindx/MindXOM/tools/i# N\ IR STAFRTERR R o
o N FINBREEER,

Euler:/usr/local/mindx/MindXOM/tools # ./mount_white_path add /home/test/

[EE RGN

/home/test/ added successfully

o f2: MPREHBREIER.
Euler:/usr/local/mindx/MindXOM/tools # ./mount_white_path delete /home/test/
Bl E RGN T
/home/test/ deleted successfully

o RfI3: EEISHIRRBEPRERIERI.

Euler:/usr/local/mindx/MindXOM/tools # ./mount_white_path display

[EEREIENT:

/opt/mount/

o R4 KMEREEREEHBRF,
Euler:/usr/local/mindx/MindXOM/tools # ./mount_white_path check /home/test/
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[EERFIENT:

/home/test/ does not exist in the list

5.3.4 modify_path_sftp 55<

anLTINEE
1Zan S A FECESFTPIIRE
BCESFTPINGERY, HmESAHEHMAEIRE, RtiiECEHRRRPNIER . IRFE
ELERIRRAEMEERAZEF, 5i@id5.3.3 mount_white_pathas$i#{TiaN,.
EFERZERR, AP&HEHFRIAFBENZEEEENANEEIR,
() %88
o EDEESFTPINEESEIRBE AeMMCE. SREBENHIERIeMMC, S EeMMCER, &
HREGRE. ULUBISFTPIIRSSHIEEAZER . M2, U,
o @EiTHiTmount | grep Absolute PathEEIEH B RHINERE,
o RRNEEHE “/dev/sd” FRNREELINEE . M.23UE
IMREERANT, F “/opt/sftp_data” HHTE “/dev/sdal” DK L,
Euler:~ # mount | grep /opt/sftp_data
/dev/sdal on /opt/sftp_data type ext4 (rw,relatime)
Euler:~ #
o  FTREWEEFREIZEFMINEZEEIE “/dev/sd” BY, BB SFTPIIREISEUIEE AN
Absolute Path4
i STER
e modify_path_sftp add Absolute Path [BISFTPECERIBREFIRIN— IR
e modify_path_sftp del Absolute_Path MSFTPECERIF S EHMIfE— &R
e modify_path_sftp check Absolute Path IS BERFEERERZEN,
e modify_path_sftp display £ ~ZHRISFTPECENBREFRBHIERRE.
SHUHEA
2% S¥5A B
Absolute_Path HESRRIEIT T RS EHNER X FZ
{(EF3tER
modify_path_sftpan W fdfroottkSHT. tifkroottkS15£%5.4.18 developdp
A
o
{5l

o 1 ESFTPECERIARSEFIRINEEZR.

modify_path_sftp add /opt/test/
[BIEREINT:

The SFTP permission of the /opt/test/ enabled successfully

o f5I2: MSFTPECERIEZSRFMIFRIREZ .
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modify_path_sftp del /opt/test/

[EEREIENT:

The path: /opt/test/ deleted successfully

o fI3: BENMTHREEEEAZER,

modify_path_sftp check /opt/mount/text1/

[EEREIENT:

/opt/mount/text1/ exists in the list

o R4 BEHFISFTPRENBZ EFFBENER.

modify_path_sftp display

[EEREIENT:

/opt/mount/text1/

5.3.5 om_ability_policy 5<%

ap vI)JEb

BENIFIR

{ERER

Zan S ATIREREAIFX

ﬁﬁ)t'LJiWeboE’?ﬁLtr}?M’EET, HeeFRAELHBRIEENIR, WNRITAAVEEHIRAKFF
B, BAEEBEIGSHTAII, HERRAFRSECEER .

ﬁj‘ ?" ;H;E“EE ENIN, ZEENTENATE, ERFEEHTEMERE, T2I4AED
HITEME

. ¥}17%<: cd Jusr/local/mindx/MindXOM/toolsi# N\ BIASUHFRTEIR R o
2. RIEFEFEAUTHS:

- ./om_ability_policy.sh disable_all --on ZIFRENIRSFFEITH, EILFRE
BENIR,

.Jom_ability_policy.sh allow opHBEESIIN, BIIESEIES WES-5,
.Jom_ability_policy.sh -h ( E--h, -help, --help ) BRFHSHEEE,

.Jom_ability_policy.sh disable_all -h ( 2--help ) E7R~disable_allF&H<$#Hs
mE=.

.Jom_ability_policy.sh allow -h ( 5¢--help ) E7RallowFa<SHEENEE

& 5-5 allow Fap<$SHURA

2% i58H
--mef_config FEa =2 SRR NI,

om_ability_policy.sh#ap< 4 RfERrootlkSHIT. tiRrootikS152%5.4.18 develop
A

A
AP<¢ o
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FAFER 5 BN
{sEFAsChl

#1755 : cd /usr/local/mindx/MindXOM/toolsi# \ I ASTIEEFRTEIR IR o

1 KPR RE IR
$ Euler1:/usr/local/mindx/MindXOM/tools # ./om_ability_policy.sh disable_all --on

B ER~BIGINT:

Write to config file success

"disable_all": true,
"allow": {
"mef_config": false
}
}

HiTrebootip SFRELEER -
TH2: FEEssNAEEXERENIN
Euler1:/usr/local/mindx/MindXOM/tools # ./om_ability_policy.sh allow --mef_config

[EER=BIBINT:

Write to config file success

"disable_all": false,
"allow": {
"mef_config": true
}
}

HiTrebootap SFEELE LR -

5.3.6 ies_tool restore_factory &<

an L IIRE

TRl

SEREE

{EFiErE

%

zan % AT IESBFHITTEEY

RS IRERF.

ies_tool restore_factory [-e /f name][-t secure]

S8 S¥L5A BYE

if name (REBIPHBUERT, XTRAIMOIZE | FlalethOsketh0:2%
%W o

secure HiEZSEREBRRTRETR | -
RE,

YIREHIREREREIPHILIET, AIEE-eSHEH,
SRELNREFTENHEHTREERE, BTt

/-t secureS¥AY, SXWeMMCHITIXRZEREEBHITIRKELRE, i

A0 HER
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o REHREN, RHASEMKERAIPHELL (ethORIRAIAIPHBLE
192.168.2.111, eth1BIBKIAIPHENEF9192.168.3.111) , IEHHRIRERAIIPHEHE AL 7
ERSEAAIPHBIEA S

o EEFRAPEERRBUAIESRASIPHILL, EEFFRBRIIPHU SBIANXAER
—ME, BELRER, SHIFRERIPHIITTRTEEREFRING .

o HERHAFRIEFUNRERERR, FHFHITREL RERF.
o KEHIREITER, BERIGHEIRE, MRREME, JRSSEKEL ”

B,
e ies_tool restore_factoryap S W ZRf{E ArootikSH1T . HiErootikSi52%5.4.18
develop@p,

o KEWRER, BTAWebERAIIPHUIEUARE—1, MIRKELRE
BHERREEIPHEIE, NREH) IRERE, REMIPHUIATATAEWebER; WNR
EEARBIPHE, WELIRER, L5tethORIPHEIERTATWebE R

{ERAsLHI

o T AREIPHBULHITIERE R IRE

ies_tool restore_factory
EIZREINT:
Warning: you has't restored any IP address.IP address will be set to default after restore factory.

The system will be restored to factory settings, including the user name, password and so on.
Are you sure want to continue? Y/N

o f52: (REIPHBUEHITIRIZRE R IRE .
ies_tool restore_factory -e eth0
[ElIZE I
The system will be restored to factory settings, including the user name, password and so on.
Are you sure want to continue? Y/N

o I3 NMREBIPHIIHITREERIFEIRZIKEL RE.
ies_tool restore_factory -t secure
[ElRREI0T:
Warning: you has't restored any IP address.IP address will be set to default after restore factory.

The system will be restored to factory settings, including the user name, password and so on.
Are you sure want to continue? Y/N

o TfHl4: (REIPHILHITREEIFEITEREL RE.

ies_tool restore_factory -e ethO -t secure

[BIE RN :
The system will be restored to factory settings, including the user name, password and so on.
Are you sure want to continue? Y/N

5.3.7 gpio_operate 7p<

nPINEE
iZgpio_operatefss S FI TR BGPIOSEMAVMANSHmESE, LS GPIOEHIH
RvA: S E A

(g =

gpio_operate -hF3FE7Rgpio_operaters SEENEE .
gpio_operate get_value gpio_group gpio_ pinFAFEiEGPIOERNE .
gpio_operate set_value gpio_group gpio_pin valueFiTFi2EGPIOE}IE .
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gpio_operate get_direction gpio_group gpio_pinFAFEiEGPIOEHIAE .
gpio_operate set_direction gpio_group gpio_pin directionfiF1ZEGPIOE /IS

[
SRR
it fR B
-h HENEE -
gpio_group GPIOHS [0, 8]
gpio_pin GPIOEHI= [0, 31]
value GPIOERME [0, 1]
iR
HGPIOEMIA RIS E
BY, AAFREGPIOEH
B,
direction GPIOE 5 E [0, 1]
o 0: HWIAFMG
o 1: WM
(EF¥Er
e gpio_operatemp$WR{Erootik ST, tl#fErootlkSi5£%5.4.18 develop
.
o IR ENIGPIOEMIINRS-6FTR.
2% 5-6 7FHY GPIO B
pe ERlS
1 1
4 19
7 2,3,4,5,7,8, 9,10
MARTL
BUAFINERNAEMERER . JLEFILENMARRNSSHRE R ThEETIAE
=28
{sEFAsEH)

o fl1: R7Rgpio_operatemSEEIER
gpio_operate -h
[ElRREI0T:
Usage: gpio_operate <Command|-h> [Options...]
gpio_operate Command:
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-h : This command's help information.
set_value : Set gpio pin value.
get_value : Get gpio pin value.
set_direction : Set gpio pin direction value.
get_direction : Get gpio pin direction value.

o RBI2: EWFEAEE1MERANE
gpio_operate get_value 4 19

[ElRREI0T:
Get gpio pin value successed, value is 0.

o RBI3: IREFEAEF19MERRIESNO,
gpio_operate set_value 4 19 0

EIR AT

Set gpio pin value successed.

o B4 EEHEABFE1NEMIIGPIOSE,
gpio_operate get_direction 4 19

[EEREIENT:

Get gpio pin direction value successed, value is 1.

o 5 IREBABF 19N ERIBIGPIOT BT E .

gpio_operate set_direction 4 19 1

[EE RGN

Set gpio pin direction value successed.

5.3.8 boot_tool 7 i<

S IhEE
iZboot_toolf S HTFEIEFIRERIMEXEERE .
ihog) =t

boot_tool get -hBTFE~EHHSHEEER .

boot_tool set -hAAFERREGSHIEE

boot_tool -hFBFE/~boot_toolfFz S EHAEE .

boot_tool get boot_selFlFEGFMNNEES, Fa0: eMMC. SDEEM.2 SSD,
boot_tool get partition_mapBTF&EEBNEFFIRESD XER.

boot_tool get upgrade_control_infoll FEEBEIN RFHEIEFIEE
boot_tool get image_info B FERBEINEFBBEZRIEE .

boot_tool set clear force_recoverEBF &R BFIME R ixE .

boot_tool set swap_region B FEENHREGFIHE FIIRBHH X

boot_tool set clear_reset_countfFERCPURINMTEIEE .

boot_tool set force_recover_flagFaFig&E @K E B 5t o
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SHELRAA
%x5-7
il it
-h FHENMEE
boot_sel BN ERER

partition_map

BT RPERMRESXER

upgrade_control_info

BT RPAHEEHIES

image_info

B RPEIREER

clear_force_recover

ShRRBIRE L RE

swap_region

FRENHRG= MBS X

clear_reset_count

BRCPUSENITEIE R

force_recover_flag

IRERBIRE L &

{EFiErE
b

{ERSLHY

oot_tooldp$ s’

1

boot_tool get -h

EIRREIENT:

Usage: boot_tool get Options...
: This command's help information.
: Query boot media information, such as eMMC, SD, and M.2 SSD.
: Query the boot partition table information.
: Query upgrade control information.
: Query boot image information.

SHEMER.

-h
boot_sel
partition_map

upgrade_control_info

image_info

~E2:
boot_tool set -h

[EEREIENT:

Usage: boot_tool set Options...
: This command's help information.
: Clear the forcible factory restoration flag.
: Switch the boot partition in the active/standby file system scenario.
: Clear reset count.
: Set the forcible factory restoration flag.

E7~boot_toolip SHENEE

-h

clear_force_recover

swap_region
clear_reset_count

force_recover_flag

~HI3:
boot_tool -h

[EE RGN

B Insm AL A

ERgEWNS

FEroottk ST, FikroottkS1528%5.4.18 developar$,

ErREEGSEWNER.

Usage: boot_tool <Command|-h> [Options...]

boot_tool Command:
-h
get
set

: This command's help information.
: Query boot information.
: Set boot information.

N5k 01 (2023-05-11)
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Thl4: ERESINRER
boot_tool get boot_sel
BRI :
boot from eMMC
5 EEEMINRPENRESKER.
boot_tool get partition_map
EI2REIENT:
partition map info :
partition count :7
partition map : Oxdf
6 EWFRMNRPHEIEFIER
boot_tool get upgrade_control_info
[EIZE I
boot upgrade control info
force_recover_flag 1 0x0
upgrade_part_count 14
B L L L e L L e B R I T
RAW_DATA  control info
upgrade_type :0
upgrade_status : 0x0
upgrade_part_flag 1 0x0
B L L e L L e R I T
RECOVER control info
upgrade_type :0
upgrade_status : 0x0
upgrade_part_flag 1 0x0
B L L L e L L e R I e
RECOVER_DATA control info
upgrade_type 10
upgrade_status : 0x0
upgrade_part_flag 1 0x0
B L L L e L L e R I e
ROOTFS control info
upgrade_type :0
upgrade_status : 0x0
upgrade_part_flag 1 0x0
B L L e L L e R I T
7 EEEMINRPEHREER
boot_tool get |mage_|nfo
[BIZREINT:
B R i L B R R R R i B R R R R R i
boot_a info
partition_name : /dev/mmcblk0Op2
component_count  :3
component_type :0
component_name : kernel
data_size : 29106944
component_type 01
component_name . dtb
data_size : 536832
component_type 12
component_name  :tee
data_size : 1839548
B R R L B R R R R R i B R R R R R i
boot_b info
partition_name : /dev/mmcblkOp3
component_count  :3
component_type :0
component_name : kernel
data_size : 29106944
component_type 01
component_name . dtb
data_size : 536832
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component_type 12
component_name : tee
data_size : 1839548

HHBHBHBHHHHR TR HRIRIFRH R AU HRIARI BRI RHHHHR TR HRIR IR RS A H

o RfI8: BERREFIREL RS,

boot_tool set clear_force_recover

EIRRAEIENT:

Clear force recover flag success.

o RfI9: EBENHRFGS MIREHNSX

boot_tool set swap_region

BRI :

Set switch_region ok.

o F10: FEFRCPUBENTEISE.

boot_tool set clear_reset_count

[EER~BIENT:

Set clear_reset_count ok.

o M RERFIKEL TFE.

boot_tool set force_recover_flag

ElIEREINT

After this operation is performed, the factory settings will be restored after the next restart, including
the user name, password and so on.

Are you sure want to continue? Y/N

y
Set force_recover_flag ok.

ks

#17boot_tool set force_recover_flagar<s, &F MNAERBIRFIHFNKE LR
®E, P&, B8, IPMUIIESIRE NEONME, 1H2EERE,

5.3.9 RIRIBHEERS

5.3.9.1 ip route 5%

ap vaJHb
ZanSHTEENEEERATHNEREEEE.
BELinuxEKip routedp<$INEe, HELERM FIZINT B EHHIESIRINGE,

e ip routeEftapSIEESE Linuxap S X TFip routeds SRIFERG X,
e ip routetZiEGSUIT:
- ip route save SELECTOR
RIFEAERERHSERIY
- ip route save cancel CONFIG_FILE
i ERFAEEBECE NS

- ip route save list

BEMEERTFRIBHAEREN
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- ip route persist CONFIG_FILE
XMERHECE R TIIANL, RREREEEBIRECONFIG_FILESXX {4
AUBEHECE o
- ip route persist cancel CONFIG_FILE
EGEX I HECE MAFRIHF AL o
- ip route persist list
BEISRHITIFARIBCE S .
(MEEY::
Eitep SHIBBAB ST MESH, RERFHRENNSZ.
SHI5A
2% SR e
CONFIG_FILE BCEXHE. NEREFEENXXHE.
SELECTOR SRS EREC BRI o BESELinuxdar $FEMR.
X BT ISR Y B FRH TR
o
(ERsR
HM&EOlinkdownd, ZEEEXAIRBARINEE Elinkdowntr, IRTERITIp
route save SELECTORm S RFEElinkdowntnERIBHESRIN M+, KSHELE
uilp route restorefn SIGIZIMFHRBEERERNRFEF, FHETEZIU4iH
;TR'{‘KO
—RRESHMZIZOlinkdown B R SIFEFRIR T :
o  MEEOREL.
[ ] %IEM@%E&BEO
plEEdE IV
o WNRlinkdowntFEHIERRINA A FISEEIRRER, tt&ﬂ%éﬁgkw)\azb
SR AER, NANBi SELECTORMNIS EElinkdowntin GRIEEHER, R
REVENIRHEZERIN.
o WNRlinkdowntFEHIIRARINEAFRMMERERIBAER, NAJLASTEMEEE
OxSlinkup, ECAMMIEEEOE EMZ, REVEMENKIES, EHFRFISH
BERE, BHTIFANERE,
(5Ll

BEip routeFBENIEE.,
Euler:~ # policy_based_routing.sh ip route help

EIRRENT:

Usage: ip route { list | flush } SELECTOR
ip route save SELECTOR
ip route restore
ip route showdump
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ip route get [ ROUTE_GET_FLAGS ] ADDRESS
[ from ADDRESS iif STRING ]
[ 0if STRING ] [ tos TOS ]
[ mark NUMBER ] [ vrf NAME ]
[ uid NUMBER ] [ ipproto PROTOCOL ]
[ sport NUMBER ] [ dport NUMBER ]
ip route { add | del | change | append | replace } ROUTE
SELECTOR := [ root PREFIX ] [ match PREFIX ] [ exact PREFIX ]
[ table TABLE_ID ] [ vrf NAME ] [ proto RTPROTO ]
[ type TYPE ] [ scope SCOPE ]
ROUTE := NODE_SPEC [ INFO_SPEC ]
NODE_SPEC := [ TYPE ] PREFIX [ tos TOS ]
[ table TABLE_ID ] [ proto RTPROTO ]
[ scope SCOPE ] [ metric METRIC ]
[ ttl-propagate { enabled | disabled } ]
INFO_SPEC := NH OPTIONS FLAGS [ nexthop NH ]...
NH := [ encap ENCAPTYPE ENCAPHDR ] [ via [ FAMILY ] ADDRESS ]
[ dev STRING ] [ weight NUMBER ] NHFLAGS
FAMILY := [ inet | inet6 | ipx | dnet | mpls | bridge | link ]
OPTIONS := FLAGS [ mtu NUMBER ] [ advmss NUMBER ] [ as [ to ] ADDRESS ]
[ rtt TIME ] [ rttvar TIME ] [ reordering NUMBER ]
[ window NUMBER ] [ cwnd NUMBER ] [ initcwnd NUMBER ]
[ ssthresh NUMBER ] [ realms REALM ] [ src ADDRESS ]
[ rto_min TIME ] [ hoplimit NUMBER ] [ initrwnd NUMBER ]
[ features FEATURES ] [ quickack BOOL ] [ congctl NAME ]
[ pref PREF ] [ expires TIME ] [ fastopen_no_cookie BOOL ]
TYPE := { unicast | local | broadcast | multicast | throw |
unreachable | prohibit | blackhole | nat }
TABLE_ID := [ local | main | default | all | NUMBER ]
SCOPE := [ host | link | global | NUMBER ]
NHFLAGS := [ onlink | pervasive ]
RTPROTO := [ kernel | boot | static | NUMBER ]
PREF := [ low | medium | high ]
TIME := NUMBER[s|ms]
BOOL := [1]|0]
FEATURES := ecn
ENCAPTYPE := [ mpls | ip | ip6 | seg6 | seg6local ]
ENCAPHDR := [ MPLSLABEL | SEG6HDR ]
SEG6HDR := [ mode SEGMODE ] segs ADDR1,ADDRi,ADDRn [hmac HMACKEYID] [cleanup]
SEGMODE := [ encap | inline ]
ROUTE_GET_FLAGS := [ fibmatch ]
Other commands:
ip route save cancel CONFIG_FILE
ip route save list
ip route persist CONFIG_FILE
ip route persist cancel CONFIG_FILE
ip route persist list

5.3.9.1.1 ip route add

an L IIRE

anLtEl

SRR

iZap < AT B INRER IS RECE .

ip route add ROUTE

2H S5 BE
ROUTE ZNNAIRAER . B2ELinuxa$F.
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{EFERE

BifiEsELinuxan S FM .

{ERsLHI

NEmainEEBEIGII—&BRIMEL79192.168.100.0/248988H, T—BEMXA
192.168.2.1,
Euler:~ # policy_based_routing.sh ip route add to 192.168.100.0/24 table main via 192.168.2.1

5.3.9.1.2 ip route save

i TEE
Zm T AT REFEREEINEEHNY, ETxRERFNEEEESE.
(1] 588
REARF20MREX -
R
e ip route save cancel CONFIG_FILE
R ERFEEEEE X
e ip route save list
BEMEERFRIBHEE XY
e ip route save SELECTOR
RFISERACERIEERIS .
SH5A
2¥ SRR &
CONFIG_FILE HHEE THEERERRNEE.
SELECTOR SRR ERIAN o BE2ELinuxap$FM .
X BTSRRI TR
o
(ERER
ERBEEHPRRBEEE S linkdownitE, SEIFANITERIRELK . ¥4
[RELARA RN IESE SR .
{s5 FAsCfl

INREMaInEEHAEAIZHAE & Froute_table_mainX &,

Euler:~ # policy_based_routing.sh 'ip route save table main' export route_table_main
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5.3.9.1.3 ip route list

an L IIRE

ATl

SRR

{EFREra

{EFASLHI

5.3.9.1.4 ip route showdump

A LIIRE

ATl

SRR

{EFRER

1z AT EERBARIER.

ip route list SELECTOR

X BTSSRI IR TR
Eo

2% S5 BB
SELECTOR e RECERIIN B2ELinux@<SFM.

BiRiE2ELinuxas S Fit.

NEFEmaInIBMARANEE .

Euler:~ # policy_based_routing.sh ip route list table main

[EEREIENT:

default via 172.27.0.1 dev ethO

172.17.0.0/24 dev eth1 proto kernel scope link src 172.17.0.1
172.17.0.0/16 dev docker0 proto kernel scope link src 172.17.0.1 linkdown
172.27.0.0/16 dev eth0 proto kernel scope link src 172.27.192.110
172.27.5.0/24 dev eth1 proto kernel scope link src 172.27.5.112
192.168.2.0/24 dev eth1 proto kernel scope link src 192.168.2.1

Zan S AT ETRENRENGPRERER

ip route showdump

BiRiE2ELinuxas S F.
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{EFSLHI

WNE R~route_table_mainECE AT HIRHEE.,

Euler:~ # policy_based_routing.sh 'ip route showdump' import route_table_main

[ElEREIENT:

default via 172.27.0.1 dev ethO

172.17.0.0/16 dev docker0 proto kernel scope link src 172.17.0.1 linkdown
172.27.0.0/16 dev ethO proto kernel scope link src 172.27.192.110
172.27.5.0/24 dev eth1 proto kernel scope link src 172.27.5.112 linkdown
192.168.2.0/24 dev eth1 proto kernel scope link src 192.168.2.116 linkdown

5.3.9.1.5 ip route del
S INRE

1z T RBR RIS BACE
LR =52

ip route del ROUTE

SRR

28 S BYE
ROUTE EMFRAOERRER . BEZLinuxdan$FM.

{EF3iEr

BiXiEsZLinuxar$SEMR.

{5 ALl
SnfBRmainRE s R B A9RI%S 79192.168.100.0/24M9E5EA .

Euler:~ # policy_based_routing.sh ip route del to 192.168.100.0/24 table main

5.3.9.1.6 ip route persist

mLIIRE
%S BT RN B T A S,
I

e ip route persist CONFIG_FILE

MEHABEMNHHITIIAN, ERAEREEBENIKECONFIG_FILEX 4HAY
BHECE

e ip route persist cancel CONFIG_FILE
EUEXS B ERACE M HFRHF AL
e ip route persist list

BESRIH TR ARIEEX S
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FBFigrE
SEURAA
2¥ ¥ BE
CONFIG_FILE BABCEX . FAEBRARERAXESE.
EFtER
Blinkdownir&, SEIFAMIEPIRELM ., 1F4

AARENHPRIBHEEE
RELARAMERZ S S E(ERER

{sE FASCA)
NS R ENIRRE S 4route_table main# TS24k, FREEREEMIKE
route_table_mainshEYI&H .

Euler~ # policy_ based_routing.sh ip route persist route_table_main

5.3.9.1.7 ip route change

IR
1z A EIE RS .
R STEI
ip route change ROUTE
SHI5A
2 SR e
ROUTE E(EIRIREBER BEZLinuxés$FM
(ERER
7

{sE LA
SHZCKIDI100YEE R, ERIMZE/9192.168.100.0/24RIEFAZRIN, T—BERIXST

192.168.2.2,
Euler:~ # policy_based_routing.sh ip route change to 192.168.100.0/24 table 100 via 192.168.2.2

5.3.9.2 ip rule 5%

mLIIEE
%S IR E B SR ISR .
IhRE, FHEICER, 0T RE S AHROEIRIG.

BE&LinuxERKip ruleds$
WRIXERE © LR ARBIRAT 101
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A TEl

o ip ruleEftias $iESE Linuxas X TFip ruledp SRIFERTS X,
o ip ruletZEap ST
- ip rule save CONFIG_FILE
(R1FIBESRIBECE 23U CONFIG_FILE,
- ip rule save cancel CONFIG _FILE
bR ERFAVIRRRISECE S
- ip rule save list

BRI RACIRFARHERREEN .
- ip rule persist CONFIG_FILE

X EEAZRIE S HITIFAK, FRAERSEEEBMNIKECONFIG_FILES 4
FRRYEE FRZRAS

- ip rule persist cancel CONFIG_FILE
ECHER IS FR SRS EC B S AT AL

- iprule persist list

EESHIH TR ARIECEN
(11 588
Bhitian SHUE R SHRIERZSH, RERTHIREINES.

S¥50E

2 S5 BE

CONFIG_FILE IRARIEECE S AR EERNXER
EFtER

¥

{ERSLHI

&EEip ruleFBENER.
Euler:~ # policy_based_routing.sh ip rule help

EIZREIGNT:
Usage: ip rule { add | del } SELECTOR ACTION
ip rule { flush | save | restore }
ip rule [ list [ SELECTOR ]]
SELECTOR := [ not ] [ from PREFIX ] [ to PREFIX ] [ tos TOS ] [ fwmark FWMARK[/MASK] ]
[ iif STRING ] [ oif STRING ] [ pref NUMBER ] [ [3mdev ]
[ uidrange NUMBER-NUMBER ]
[ ipproto PROTOCOL ]
[ sport [ NUMBER | NUMBER-NUMBER ]
[ dport [ NUMBER | NUMBER-NUMBER ] ]
ACTION := [ table TABLE_ID ]
[ protocol PROTO ]
[ nat ADDRESS ]
[ realms [SRCREALM/]DSTREALM ]
[ goto NUMBER ]
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SUPPRESSOR
SUPPRESSOR := [ suppress_prefixlength NUMBER ]
[ suppress_ifgroup DEVGROUP ]

TABLE_ID := [ local | main | default | NUMBER ]
Other commands:

ip rule save cancel CONFIG_FILE

ip rule save list

ip rule persist CONFIG_FILE

ip rule persist cancel CONFIG_FILE

ip rule persist list

5.3.9.2.1 ip rule add

mLIIEE
%< BT IR E .
LRIl

ip rule add SELECTOR ACTION

SRR

ol S HE
SELECTOR e BEELinuxésSEM
ACTION MRS B AYIRAE BE2ELinuxésSEMR

{(EFiEr

BifiEsELinuxan S F .

{EFSLHI

AN INESEASRES : JRIP/ET192.168.100.0/24MERAURIL , EXARIZEIEASEHKIDJ9100A9E%

.

Euler:~ # policy_based_routing.sh ip rule add from 192.168.100.0/24 table 100

5.3.9.2.2 ip rule save

<L IIRE
Zm < BT EEMEREMERREY S,
(10 88
RS RF20MECEN M
gl

e ip rule save CONFIG_FILE
RERARIEECERISHCONFIG_FILE,
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BFiEr 5 TN A
e ip rule save cancel CONFIG_FILE
pR ERFHIEEARISECE S -
e ip rule save list
BESRRAERFIRBARIEEICE X 4.
S5
2% S0 BE
CONFIG_FILE IREASRIRACE MY TR ERERANESE,
=5 [0-9a-zA-Z_.-148
B, sxARIKEN25510F
o
ERtER
7
{sEFSCAFl

INRTFIE RSB E R rule_config1 3214,

Euler:~ # policy_based_routing.sh 'ip rule save' export rule_config1

5.3.9.2.3 ip rule list

an L IRE

ATl

SHIRA

{EFiEr

{sERASLH

Zan <A TEERAPAIIRAZRE .

ip rule list SELECTOR

2H SR EE
SELECTOR SirERE SELinuxan ST

BiRisSELinuxds S EMR

WNBEEEIPETF192.168.100.0/24 M EZHIRE SRS .

Euler1ok:~ # policy_based_routing.sh ip rule list from 192.168.100.0/24

[EE RGN
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32765: from 192.168.100.0/24 lookup 100

5.3.9.2.4 ip rule del

S INEE
Zm< AT IR RS
mSEN
ip rule del SELECTOR ACTION
SEUHAA
2¥- S BE
SELECTOR e SZLinuxin$FEM
ACTION T ERL MRS R A4 sELinuxH<$SEM
ERE
BixiEsZLinuaaSFER.
{sEEASLHI

WRIBS RSN TR HESRE . JEIPEF192.168.100.0/24ME%, &1kIDJ9100898%
=,

Euler:~ # policy_based_routing.sh ip rule del from 192.168.100.0/24 table 100

5.3.9.2.5 ip rule persist

mLIIRE
%S T I R SRR B S T
il

e ip rule persist CONFIG_FILE

STEEFSRAE ) AECONFIG_FILEHHTIEA, [FRFZEREREHEEMNIKE
CONFIG_FILEXZ 4RI ERERES

e ip rule persist cancel CONFIG_FILE
EHEXS B R SRS AL E S AUF AL .
e ip rule persist list

EESRIH TR ACRIEEX S
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#1588
2¥ S5 BE
CONFIG _FILE IRARIEECE S AR FRERNNXESE,
H=F5EE[0-9a-zA-Z_.-]4B
B, RAEKEN2550F
o
(EFtER
7
{sEFSC1

AN B AHRREECE X Hrule_config 1 HTIFAM, FRAERE, sLiEEMIKE
rule_config1 FAYERHERES .

Euler:~ # policy_based_routing.sh ip rule persist rule_config1

[ElEREIENT:

config persist config file:rule_config1 done

5.4 EA/Y Linux #iP5S
AEHIR R LnEEPe S, BREILS RS S5,

& 5-8 iR

WmEHRMN <SSR SERME
help BFEEHEIER BiNR(EB205.4.1 BE
HBENEE.
exit BFHAEFinSAtlas BINE(EES005.4.2 i A
IESHUERZ TR,
timeout BAFRECLPEREIE | BEMIR(EEES5.4.3 188
FrAHE CLPZ R HIFFAHL .
ping BFRENEEEER BREEESN544 88
I
free BFEFRHEIKE BINE(E1BE2015.4.5 free
B,
ps BFiREERIKR B{NR(E152005.4.6 ps
B,
netstat BFERMBIRE BiNB(EB25.4.7
netstatips .
df BFERNERGWMET | BfIR(F5E25.4.8 dfip
BRERBER <,
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BFEr 5 TN A
WSHMR an<ikEA SEIRME
ifconfig BTFERHZENZESE | BARESES15.4.9
ifconfigap<,
route FXERFREMEZRE | BEARFEESN5.4.10
= routefp% .
top BTFERISRIETETH | BARESES15.4.11
HEERZHENEEEE | topmed.
docker BFazsEanEAiEE BAEFEE&N5.4.12
dockerip$,
date BFEFHEERANA | EAEFEESH5.4.13
HASHYI8) datedp<,
meminfo BTFEREZRAFERR | BEfEREESN5.4.14
o meminfoip<,
cpustat BFENREPKEIEFE | BEAEESESH5.4.15
AIHFERYTERD cpustatin
fdisk BFEaEEEEFERER, BiAEFiE&5.4.16
B AIXER D X fdiskdps .
sftp BFEESSHEENTHE | BEARFEEES5.4.17
14 sftpin &,
develop BT rootER BXgEE&15.4.18
developd,
passwd BEFELadminBFES | BREFEBEESN5.4.19
BREHD passwda<
54.1 EEEBER
anSINEE
helpis S HFEESHIER, LAl EEEEZGSHEKRERRGE,
[ g =
help
[command] --help
S5
SH i)z BE
command Bikaps -
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{EFERE

{ERSLHI

o RfAN: IRENHBIE T IFIGS .
IES:/->help

EIRREINT:

Commands:

help :Used to get context sensitive help.

exit : Used to terminate the cli session.

timeout : Used to set timeout limit to login shell.
ping : Used to test IPv4 network status.

ifconfig : Used to check network device information.

ps : Used to check processes status.

free  : Used to check memory status.

top : Used to check system resource used information. None parameter is allowed
df : Used to check disk used information.

route : Used to check route information. None parameter is allowed
netstat : Used to check network port status.

date : Used to get date info.

meminfo : Used to cat /proc/meminfo.

cpustat : Used to cat /proc/stat.

fdisk : Used to disk info.

sftp  : Used to on/off sftp. with parameter enable or disable.
develop : Switch to development mode.

npu-smi : Used to npu-smi tool.

passwd : Used to passwd command.

o f5I2: 3REXpingdn SHIBEMAERGIE.
IES:/->ping --help

EIR AT :

BusyBox v1.18.4 (2014-08-09 16:28:25 CST) multi-call binary.
Usage: ping [OPTIONS] HOST
Send ICMP ECHO_REQUEST packets to network hosts

Options:

-4,-6 Force IP name resolution

-cCNT  Send only CNT pings

-s SIZE  Send SIZE data bytes in packets (default:56)

-1 IFACE/IP Use interface or IP address as source

-W SEC Seconds to wait for the first response (default:10)
(after all -c CNT packets are sent)

-w SEC Seconds until ping exits (default:infinite)
(can exit earlier with -c CNT)

-q Quiet, only displays output at start
and when finished

5.4.2 frFhER:
S IhEE
exitip ST AZE FinSAtlas IESRUERE

anPtEl

exit
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FPiEmE 5 TN
SEUHEA
7
{(EF3tER
7
(Rl
WrFFERE
IES:/->exit
EIE RGN T
Connection closed by foreign host.
5.4.3 ig& CLP T HBA M A<
inSTINEE
timeout®s S TR ECLPZ I REBATHI A< o
AT
timeout time
SRR
2 1588 =]
time RECLPZFBRTHF AT | BUESEE9[0,3600], 0%
K, SRR, TFHERT .
(EF¥Er
7
(Rl
IR ECLPZ RIEBAT B FFAE]
IES:/->timeout 300
EIER 0T
set success.
5.4.4 iEMZIEE
inSThEE
pingm S ATFIRENEZERIERE.
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LR =5
ping /Pv4 Address
SH5A
¥ 1588 (=]
IPv4 Address B#xIPvattiit -
(EZEEi=(e]
BZEErISE Linux pingipS{FEAEIRAE.
{sEFSEHI
KMEIRIREEA NS BRI AR EE
o TfN:
IES:/->ping 192.168.44.178
[EIRREI0T:
PING 192.168.44.178 (192.168.44.178) 56(84) bytes of data.
64 bytes from 192.168.44.178: icmp_req=1 ttl=64 time=8.19 ms
64 bytes from 192.168.44.178: icmp_req=2 ttl=64 time=0.398 ms
64 bytes from 192.168.44.178: icmp_req=3 ttl=64 time=0.263 ms
64 bytes from 192.168.44.178: icmp_req=4 ttl=64 time=0.285 ms
64 bytes from 192.168.44.178: icmp_req=5 ttl=64 time=0.418 ms
AN
5.4.5 free 7ip%
< I0RE
Za AT ETRRFRE
I:IITl < *g _t
free [-bkmotV][-s <[EIfERIE>]
SH5A
2% 1588 (=]
-b L,{BytejJ$1 ETRREFE | -
A&
-k AKB B BRAFER | -
rﬁ/ o
-m LAMBABI R RAEFER | -
ha/ o
-0 AETRERXEADBI. -
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BPiEm 5 1IN A
2 izl BE
-s <[EJfRFD &> MR AFERIRR . -
-t EZTTWT?:‘E'\*D?U o -
‘V EZTTH&ZS{%I%\ o -
32t ={e7]
y
{sEEACHI
IES:/->free
EEREIE0T:
total shared buffers
Mem: 125572 30792 0 14780
Swap: 0
Total: 125572 30792
5.4.6 ps 5%
S IhEE
ZmSHEFIREERRR
g
2ELinuxhpsisSRNFERTG X,
SHUHAA
{X345ps -eldn,
(EFR1ERE
"
{sEFSCHI
IES:/-> ps
EIEREIE0T:
PID TTY TIME CMD
6743 ttyAMAO 00:00:00 ps
281122 00:00:00 bash
5.4.7 netstat ip$
S INEE
Zm< AT ITLinuxPaInetstatin < .
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FBFisE SINE
PN
EEOZ G
2#|inuxdnetstat SHUER G-
SR
Hnetstatip SHIFIESE,
=5
EJaEti=fes]
7
IS
{sEF=CH
IES:/->netstat -t
EIEREINT:
Active Internet connections (w/o servers)
Proto Recv-Q Send-Q Local Address Foreign Address State
tcp 0 116 192.168.64.110:ssh 192.168.29.200:65069 ESTABLISHED
tcp 0 0 192.168.64.110:ssh 192.168.29.200:65068 ESTABLISHED
A
5.4.8 df 5p%
O AANTHELE
AR I)J Be
Zan S AT HITLiInuxPRIAFHS .
AN
A TRV
SELinuxdfisSRIERG X
SHIHEA
XIFdfap SHIFTE S,
=
(EFR¥ERE
7
IS
{sEASLAl
IES:/->df
EIER 0T
Filesystem Tk-blocks Used Available Use% Mounted on
rootfs 50580 50580 0 100% /
/dev/root 50580 50580 0 100% /
/dev/mtdblock5 15872 1308 14564 8% /data
tmpfs 62784 292 62492 0% /dev/shm
tmpfs 62784 292 62492 0% /dev/shm
tmpfs 49152 160 48992 0% /tmp
tmpfs 4096 12 4084 0% /ipmc/usr
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5.4.9 ifconfig 55

an L IRE

iz S AT HTLInuxRSifconfigin S .

(g =i
£¥ELinuxFifconfigip SHIERTG X,

S
RAZFF2HN “lo” « “ethn” (nAMORSIS) & “-a” FAHFEHo

{ERERE

{EFSLh

IES:/->ifconfig eth1

EI2RENT:

eth1 Link encap:Ethernet HWaddr 00:18:82:xx.xx.21
inet6 addr: fe80::218:82ff:fe11:321/64 Scope:Link
UP BROADCAST DEBUG RUNNING MTU:1500 Metric:1
RX packets:28 errors:0 dropped:0 overruns:0 frame:0
TX packets:37 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:1832 (1.7 KiB) TX bytes:2558 (2.4 KiB)
Interrupt:28

5.4.10 route 5p%

=14

STheE
Zm < AT ITLinuxsASrouted <,

g =W

ZELinuxrouteds SHIERS %

SEREA

2% 154AH &

-n NMERBENERENEIR, B | -
FERIPEIRAS

-e EREZER, -

-A inet{6} IR -
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{EFERE

{ERSLHI

IES:/->route --help

BRI

Usage: route [option]

Check kernel routing tables

Options:
-n Don't resolve names
-e Display other/more information

-A inet{6} Select address family

5.4.11 top v <
P INEE

Zan L BT HITLiInuxFiItopisr <.
(LR =i

SZLinuxtopmSHIERGZ.
SR

AXHFESH
{(EF¥Er
7
{53l
IES:/->top
EIRREIENT:

top - 16:26:41 up 3 days, 15:48, 3 users, load average: 0.09, 0.08, 0.08

Tasks: 46 total, 1 running, 45 sleeping, O stopped, 0 zombie

Cpu(s): 2.2%us, 3.4%sy, 0.0%ni, 94.3%id, 0.0%wa, 0.0%hi, 0.1%si, 0.0%st
Mem: 125572k total, 94920k used, 30652k free, 14780k buffers

Swap: 0k total, 0k used, Ok free, 35916k cached
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+
COMMAND
1133 root 20 0 2408 968 784 R 3.7 0.8 0:00.09
top
1 root 20 0 1980 652 572S 0.0 0.5 0:01.95
init
2 root 15-5 0 0 0S 0.0 0.0 0:00.00
kthreadd
3 root 15-5 0 0 0S 0.0 0.0 0:00.00 ksoftirqd/
0
4 root 15-5 0 0 0S 0.0 0.0 0:00.00 events/
0
5 root 15-5 0 0 0S 0.0 0.0 0:03.81
khelper
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FRFERE
64root 15 -5 0 0 0S 0.0 0.0 0:00.00 kblockd/
0
103root 20 0 O O 0S 0.0 0.0 0:00.00
pdflush

104root 20 0 O O 0S 0.0 0.0 0:13.65 pdflush

5.4.12 docker 5p%

I=IIJ < IjJHb

Zap S BT TLinuxAYdockerds < .
R

2%ELinuxfdockerdsp SAIERTG L.

S5
“pS” ﬁ “images”
(EFRiER
LIRSS,
{sE RSl
IES:/->docker ps
EIEREIENT:
CONTAINER ID IMAGE COMMAND CREATED
PORTS NAMES
5.4.13 date ip%
anSINEE
iZanS AT HiTLinuxFRdatedi < .
LS
£¥&Linuxfdatem SHIERTSIE.
S¥5 B
TS
(EFEtER
7o
{EFEsCfI
IES:/->date
EIEREIEAT:

STATUS
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Tue Jan 1 00:25:46 UTC 2019

5.4.14 meminfo 7%

i LIEE
iz AT H1TLinux"ATJcat /proc/meminfoin <.
B

2% inuxfcat /proc/meminfors SHIERG %,

SR
FRFHFSH.

{EFERE

{EFSLHI

IES:/-> meminfo

EIEREIAT:
MemTotal: 3961488 kB
MemFree: 3318708 kB
MemAvailable: 3546892 kB
Buffers: 31640 kB
Cached: 320692 kB
SwapCached: 0 kB
Active: 234272 kB
Inactive: 258312 kB

Active(anon): 143184 kB
Inactive(anon): 23752 kB
Active(file): 91088 kB
Inactive(file): 234560 kB

Unevictable: 0 kB
Mlocked: 0 kB
SwapTotal: 0 kB
SwapFree: 0 kB
Dirty: 20 kB
Writeback: 0 kB
AnonPages: 133664 kB
Mapped: 74312 kB
Shmem: 26704 kB
Slab: 109220 kB

SReclaimable: 60356 kB
SUnreclaim: 48864 kB
KernelStack: 2800 kB

PageTables: 2308 kB
NFS_Unstable: 0 kB
Bounce: 0 kB

WritebackTmp: 0 kB

CommitLimit: 1980744 kB
Committed_AS: 825864 kB
VmallocTotal: 135290290112 kB

VmallocUsed: 0 kB
VmallocChunk: 0 kB
Percpu: 1232 kB

HardwareCorrupted: 0 kB
AnonHugePages: 24576 kB
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ShmemHugePages: 0 kB
ShmemPmdMapped: 0 kB
CmaTotal: 94208 kB
CmaFree: 92896 kB
HugePages_Total: 0
HugePages_Free: 0
HugePages_Rsvd: 0
HugePages_Surp: 0
Hugepagesize: 2048 kB
Hugetlb: 0 kB

5.4.15 cpustat (<

an L IIRE

antEl

SR

{EREr

{ERSLHI

izap L AT HATLinuxcat /proc/statis< .

2ZLinuxHcat /proc/statins SHIERTS%,

RFFH S
7%

IES:/-> cpustat

[EE BN

cpu 8448 0 10702 672078 176 339343000
cpu0 2361 0 3325 167043 11 105122000
cpul 2518 0 3515 166777 129291000
cpu2 1793 0 1954 1691158064 57000
cpu3 1774 0 1907 169142 727771000

intr 636328 0 0 39151000000000640000000000000000000000000 0289800 34
226870000000000000000000000000000000000000000000000000

ctxt 1027111
btime 1546300780
processes 25148
procs_running 1
procs_blocked 0

softirq 579185 4 171397 679 2912 0 0 12295 162146 0 229752

5.4.16 fdisk 7p<

an L IIRE

R

1iZi S B FHiTLinuxppyfdiskins .

sZLinux$fdiskas SHIERTGE.
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SRR

7
{(ER¥Er
7
{5l
IES:/->fdisk
EIE N T

Disk /dev/mmcblk0: 29.1 GiB, 31268536320 bytes, 61071360 sectors
Units: sectors of 1 * 512 =512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/O size (minimum/optimal): 512 bytes / 512 bytes

Disklabel type: gpt

Disk identifier: DC657098-6C19-4248-AAB8-DEC970FDF750

Device Start End Sectors Size Type

/dev/mmcblkOp1 2048 999423 997376 487M Linux filesystem
/dev/mmcblkOp2 999424 4999167 3999744 1.9G Linux filesystem
/dev/mmcblkOp3 4999168 9000959 4001792 1.9G Linux filesystem
/dev/mmcblkOp4 9000960 10999807 1998848 976M Linux filesystem
/dev/mmcblkOp5 10999808 13000703 2000896 977M Linux filesystem
/dev/mmcblkOp6 13000704 14999551 1998848 976M Linux filesystem
/dev/mmcblkOp7 14999552 18999295 3999744 1.9G Linux filesystem
/dev/mmcblkOp8 18999296 42999807 24000512 11.5G Linux filesystem
/dev/mmcblkOp9 42999808 58241023 15241216 7.3G Linux filesystem
Disk /dev/mtdblock0: 512 KiB, 524288 bytes, 1024 sectors

Units: sectors of 1 * 512 =512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/O size (minimum/optimal): 512 bytes / 512 bytes

Disk /dev/mtdblock1: 15.5 MiB, 16252928 bytes, 31744 sectors

Units: sectors of 1 * 512 =512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/O size (minimum/optimal): 512 bytes / 512 bytes

5.4.17 sftp <

A ATHAY
ap<e I}J Be

1Zan S TR EPstpE R,
o

sftp enablezisftp disable,

SHIRP

“enable” gy “disable” ,

{ERsra

{EFASLH

IES:/->sftp enable

[EE RGN
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==
set enable success.
5.4.18 develop <
FIIJ < I}J B
Zan S TR root B3R
LRy =53
develop
SRR
RZIFHESE, R EArootEig .
(EFBtere
G RdevelopaEAMLBESRLINnUXBAGS .
{sEFsEfI
IES:/->develop
EIRRENT:
input root passwd
Password:
Last login: Tue Jun 4 15:38:59 UTC 2019 on pts/0
Euler:~ #
5.4.19 passwd 5%
i IRE
iz ST ERadminAFEEERER.
LR =52
passwd
SH5EA
RZIFHEEH .
(EJZEE=TE]
7
{sEFSEHI
IES:/->passwd
Changing password for user admin.
Changing password for admin.
Current password:
New password:
Retype new password:
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passwd: all authentication tokens updated successfully.
IES:/->
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i3 FusionDirector A& Z2E N

Atlas IESEIFNEARNBNE S EHAEIE, HAtlas IESIIHEFusionDirectorfs, FH
FPeJL @I FusionDirectorZfE A ss M AFIAtlas 500 A2 &g/, SCIZEEEN
RESIE,

2R HA

o ARNASENESIZTHERF A3Eroot B, FAF&AMEFEdge, iZFBFPF
AEFE, oEHEREEFZAPREBAID (uid) FN48ID (gid) , {S1EaEnEER
HARSMIBRRFHAIMEFEdge R .

- AENAgENEFAEL EAFPMEFEdge, BIANZFEFIDIAEIDIYN1225; &
LEIRFZCEFTZAFIDINAEID, RASEHOEFHNID,

-  ARGEFEEEKE, WEBKFRIBR&IIEELRIMEFEdge, B

=nologinzdy,

-  BERFAFEIEENRF, WERE EhomeBR TAEFESIEEIKFZIER
RIS ER B R

o BENABEIRFNNZIFIPvA, ARZHFIPV6,

e J@iZFusionDirectorZfE RS FEAT, Atlas 500 A2 Ege/NibS{FEHEEA
FusionDirector F &HVE R CIKPFIZBI TR BV AN SR, MNAEGRE
P79 “ImageRepository” , BeEZRSHIEZS N ( FusionDirector 4P
) Y “EREE > BXYWER B,

6.1 ¥34EFusionDirector

6.2 leER =N

6.1 ¥4 FusionDirector

BUtESRE
ERIFNERYAtlas 500 A2 EEE/N\ih R FeHd18 SFusionDirectorf R FehdE]—&L, &N
ARSI FusionDirectorse¥ o

BERIZREE

FusionDirectorfigAtlas 500 A2 &8/ N\t EB LT FRRSHRIE,
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Atlas IESZ 3 I EED ( BHAEDC ) FOFusionDirector&IBIE= .
FusionDirectorBZIBi&E it v 353345 FusionDirector, SCIfEFusionDirector_EXdAtlas
500 A2 Ege/ i Tt SIRE

MEEMMIIEKRIFESN4.5.3 MEETMET.

1£ FusionDirector _ifh0 Atlas 500 A2 Ege/\ih

1. TENESERAGILZEAEDRIN "https:// FusionDirectorfgIPHELL ", & “Enter” N
“FusionDirector” BH.
2. HWIANBPZIZEE, &BFFusionDirector,

3. EFRELGREBAEGIRE ‘X8 > iI8% > R\JIR > BHRIRE™ , HANLFRE
EEFRE.

[F) FusionDirector EHE b

=;EAO

4. EMEREEREPIEEAtlas 500 A2 B NiE2BEFE,
FEBRT, FAtlas IESE’JWebJ:ﬁBEHEIIﬂﬂEEIJJ (RS RLT )
FusionDirectora] LAE zhiZI0Atlas 500 A2 Z8RE/\ik

FEF'_JJ_Q%?*\\ BS, FIS. PSR S E iR RiERiE RAtlas 500
A2 BEUNLREBEFE . BFE, FRAJEEFusionDirectorfflll. EAEIE, AIE
_-]-5 EEL—T “IRImEE” #he. pvirt =3 | 1w es W e iy |1 8
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- IEE “FERmT , EANRINRERE.
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9) FusionDirector
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i. EF HRINRET RE. ABEER. BS. FIS. IPHUFIER
RESFREFIRELR,

6-2 FTARIIRE

I5) FusionDirector

BFER
R

e

ARHETRPRTEE, TR

E . alo

n

iii.  HEFTRINANRE, BPREERE ‘BT TRIREHRM.
- I BRI, B BahiINEIREE.

i B g7, ERHRNEARSE “Brsm” B EHZH
, 2R “BahAm” ek,

6-3 FFiEBE&NHM

0 RAERENE, AFSTRNAE TSR R WA, NRARIICE, BOAGENE
; BEf Pt

i. EEFERITEES
o IEEERE: EESARLTFBEMRIIANREYIE, BKESIEAR
FEFINANERIIER . RERSBRINZEEIIERFHIZE
o MERE: RSEBEMNMIFMEHAIANESE, HAINENREIIA
AIONEEERE
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6-4 IEFRIEE

ER'BaiR, ESSEaRmiaiineE. BESETRA NEZEEx

——
FEiaE
RS
iii. Bd “HE” .

iv. (Jk) SARITFEMRIANRETIER. XS “RIGEE" &F “f8E

R%E” B, AT/EHUTIZER

BE ‘SN, EEMEERE (k) , FEERITEMFINRE
IR, MHHRIRIERESARER “TE" 3RE

6-5 SAIRETIE

IF) FusionDirector e

EEiFIEE

L =0

ARFBDHFIMEREE

o BERRNE = fe e

7. B HASESEE, M2 EARTAtlas 500 A2 £ag/Nig, iEiR[OAtlas IESAEIWeb
RE, EERENE IMNISHESIER.

6.2 BEcE SN

Atlas IESEYWebREIF B RN, (BEZIFHAFETAtlas IESXIE
FusionDirectorfg, fEFusionDirector bi#{TReEN ARIERE . EFHMETIRE. BES
ETFREHIEEIRIESBBIES T ( FusionDirector &{EIER ) by “FBIE > 522
NAEE” BT . SREGREEE27.5 SIEHIEERET,
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5. (A%) ieEd. HBHERSBEENVIREE.
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2P, BARITFRIENBRBESEE6-6, AziFFusionDirectorEIERMEAY
emptyDir. configMap#secretZ38BAUEEE -
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EEIER SRR TR SBANEH R EREHE, BIARERIERESE%R6-6,
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F | AiEE | EHEER FERIRER PR

5 | B

1 hostPath | /etc/sys_version.conf /etc/sys_version.conf | HiE

2 hostPath | /etc/hdcBasic.cfg /etc/hdcBasic.cfg Hiz

3 hostPath | /usr/lib64/ Jusr/lib64/ Rz
libaicpu_processer.so libaicpu_processer.so

4 hostPath | /usr/lib64/ Jusr/lib64/ Ry
libaicpu_prof.so libaicpu_prof.so
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5 hostPath | /usr/lib64/ Jusr/lib64/ RiE
libaicpu_sharder.so libaicpu_sharder.so
6 hostPath | /usr/lib64/libadump.so Jusr/lib64/ Hiz
libadump.so
7 hostPath | /usr/lib64/ Jusr/lib64/ HisE
libtsd_eventclient.so libtsd_eventclient.so
8 hostPath | /usr/lib64/ Jusr/lib64/ iz
libaicpu_scheduler.so libaicpu_scheduler.so
9 hostPath | /usr/lib64/libcrypto.so. Jusr/lib64/ Ry
1.1.1m libcrypto.so.1.1
10 | hostPath | /usr/lib64/libyaml-0.s0. Jusr/lib64/ sk
2.09 libyaml-0.s0.2
11 hostPath | /usr/lib64/libdcmi.so Jusr/lib64/libdcmi.so | RisE
12 | hostPath | /usr/lib64/ Jusr/lib64/ HisE
libmpi_dvpp_adapterso | libmpi_dvpp_adapter
.50
13 | hostPath | /usr/lib64/aicpu_kernels/ | /usr/lib64/ HiZ
aicpu_kernels/
14 | hostPath | /usr/local/sbin/npu-smi Jusr/local/sbin/npu- | HisE
smi
15 | hostPath | /usr/lib64/libstackcore.so | /usr/lib64/ Rz
libstackcore.so
16 | hostPath | /usr/local/Ascend/driver/ | /usr/local/Ascend/ HiE
lib64 driver/lib64
17 | hostPath | /var/slogd /var/slogd Rz
18 | hostPath | /var/dmp_daemon /var/dmp_daemon HisE
(Hik ) e ERERE.
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&% PuTTY Configuration @
Categony:
=- Sgssinn -~ Basic options for your PuTTY session
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- Teminal Host N IP add Port
.. Keyboard ost Mame jor [P address) o
- Bel 2
- Features Connection type:
= Window () Raw () Telnet ) Rlogin @) SSH () Serial
APPEEFHCE Load, save or delete a stored session
- Behaviour
.. Translation 3 Saved Sessions
- Selection
- Colours .
Default Settings
[=- Connection _
- Prosgy
- Rlogin
= 55H
""" Kf-'u:ﬁ:h Close window on exit:
""" () Mways () Mever (@ Only on clean exit
..... TTY
..... %11 -
About Open ] [ Cancel

3 HEBERSH.

SR :
e Host Name (or IP address ) : MIANEEFIREFAIIPHEILL, Atlas IESGRSITEIAIP
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79192.168.2.111,

Port: BRINIRE S “227

Connection type: BRIAEIE “SSH” o

Close window on exit: BKIAERE “Only on clean exit” ,
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” 5, BECE “Saved Sessions” FEEE “Save” {RfF, NGLEERITERE
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¥M5<iE2M5.3.4 modify_path_sftp@<,

£S5 B sftpEFIHERIESHSITRE.

$E6 BRI HEEFRBNSFTPERT.

7 (0% ) MAtlas 500 A2 ERE/NiE SRR,

7.3 ¥TFF Wireless_Module BIECE eth0 5§ eth1 EEHAEE

Birin=

ZAESIES P Eeth0/eth1 EEMERXTINEEIHS= T, FJFFWireless_Module£ERI1E
MftEeth0/eth1 BUIRHIEE,

¢85

LAE7-279f1, {ERiZAtlas 500 A2 £98E/)\ik ethO/eth1 ERTEMIER 9172.16.32.xxWER
FE5172.17.22 xxMEHITEE, BRBRELSEHITERE.

7-2 ‘AKX

fd3: 172, 16. 32, 1 B 172.17.22.1

172, 16,32, 21

Atlas 500 Atlas 500

172, 16,32, 22 172, 17. 22, 164

EH

SASRRAS 01 (2023-05-11) WA © LR ABIRAE] 147


https://support.huawei.com/enterprise/zh/doc/EDOC1100235027

Atlas 500 A2 EEELSEERS
FBPFiER 7 EREE

BIFSR

F81 (FEHSAtlas 500 A2 EEE/\ih eth0/eth1 EMEZRIPC, EFAtlas IESESITRM, iF
HERIBE2N7.1 FERPUTTYERRSE (MABR) .

FIE2 #H AdeveloptE .

1. PUTUITE<, FKEXrootiR,
develop

EEEENT:

input root passwd

Password:

Last login: Tue Jun 4 15:38:59 UTC 2019 on pts/0
Euler:~ #

2. RRErootZERS . BUAERSIES ( AtlastEH7=m FFEE ) HRY “Atlas
500 A2 et 15,

$1E3  Hiffeth0/eth1 ERBECERIZHARIE ,
1. BATLAT S, MIBRERIAMIK

route delete default
2. AN “/etc/sysconfig/” B8R, H4Tvi networkidp<, IREGATEWAYHIENZS,
0T

NETWORKING=yes
HOSTNAME=Aaron
GATEWAY=

]’ EERBES.
1. PTLATH<S, EEREEREEHNZ.
policy_based_routing.sh ip route show table 200 # 200FRE{FAYERAZE
ETRUNMMER, FREBEEREAT,
Euler:~ #
2. EERE—TEAX, REERBES.

a. TERAFRFIEIN—RIIBOMSERIEE, T—BkRXgetho/eth1BIRIX
policy_based_routing.sh ip route add 4945 table Z5/7%id via ethO/eth THIPIE

AN
policy_based_routing.sh ip route add 172.16.0.0/8 table 200 via 172.16.32.1

b. TERARPIEBINRIEHALKE.

policy_based_routing.sh ip rule add to 549745 table Z5F77%
BN
policy_based_routing.sh ip rule add to 172.16.0.0/8 table 200
FTES BT TS, WABBNXRNEBEERSIER.
ping /Pit4f
ETINMER, FREHNINEBBEES.

PING 172.17.22.164 (172.17.22.164) 56(84) bytes of date.

64 bytes from 172.17.22.164:icmp_seq=1 ttl=125 time=5.48 ms
64 bytes from 172.17.22.164:icmp_seq=2 ttl=125 time=1.96 ms
64 bytes from 172.17.22.164:icmp_seq=3 ttl=125 time=2.07 ms

£IR6 REFHBAREHITAK.
1. (RFIRARAIRHEEERE IR,

policy_based_routing.sh 'ip route save table 275 export FEEIIE X1
BN
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policy_based_routing.sh 'ip route save table 200' export route_table_200

2. NWEFRFNBHEREXHHITIFAL
policy_based_routing.sh ip route persist B E X1+

TN

policy_based_routing.sh ip route persist route_table_200

3. RFIRARKEEZERARMRECENHF.

policy_based_routing.sh 'ip rule save' export ZZFAEMAIE X1
AN

policy_based_routing.sh 'ip rule save' export rule_config_200

4. MNEFRFRRIECE S HHITIAL .
policy_based_routing.sh ip rule persist ZZAEAEATE 4

0T

policy_based_routing.sh ip rule persist rule_config_200

.

7.4 MEBENERAECE
AETIESAPHTIEBENELRIEXRE.
$B1 BESSHEEMS L Aroot AR ERERES .
L2 RIBELFRFRTE “/home/data/config/default/” BRAJom_alg.jsonSZHFAHFRIMES

K NEHA=ES “cert_check_period” .

{

"sdp_alg_id": "9",
"hmac_alg_id": "2054",
"cert_check_period": "86400"
}

S#0KBE: cert_check_period J9IEF+ENIELR; BKiIAA86400, A AT, HIEEE
E10~604800 ( B#, 10#~7K) o

et

7.5 FIVEHEERE

AEGMENTFEIFE SHIERFIRSR .

o ARIXLA—resnet50ER D E£4EGI 0], ZtEFEmETHREGERE . #6IE
4587 “vpc_resnet50_imagenet_classification.tar.gz” , HHIRTHITSES
“main” , EEERHY “vpc_resnet50_imagenet_classification/out” BREH,
B R4S EERIRSSRERESR, W “/home/test”

o  ARBIREIERNITIRAEDAtlas 500 A2 EHgE/\it,

5388 R =4
E@Jﬁéﬁﬁrﬁ%@ﬁméum&ﬁmpu;%:jn, TSR ERSI SRR, X

ZEGEEUTES:
o IZEZELIHWHIAIUserBBFIETT .
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FFigfE 7 ERRME
o IZBRRNHAEENTHICEIFNGEE. BEHE. FNMNEE,
o IZIRIREEM FusionDirectorEBEZAtlas 500 A2 EHgE/\ih,
BURSRE
o AIOSEFHBFBITES.
o EIRTERR, RENBLIHES | Za 5 S HHEERERE .
xR 7-1 FRERH
LYo zTh iAH RENG i
Ascend-cann- BAHIES |2, FEXARIAS: SRENGERE
nnrt_{version} linux- {version BETUEEIR | ROFRRRENME: TRENGEHE
aarch64.run AN, HEENrt6. 2B E
Dockerfile FEEGEE, EP*E?EM%E?‘E&
E o
W SSHIRIEFEMREE WSHIRRERSE, 8 | BPRBUISBITE
BRI SF., HIEA Fo
B, BEEXHE, I8
tar. targzZERRRZ
14, install.shZZE\l5%
HIEREFGSIBIRE
SCPRERIERL
B
BeENFRANEITRPS
BEgSHIEEREES
ROFE R -
slog.conf HEBCEN . 8NME | NBERFEIERIRS AR
BEGEEFERAMTA | 12THEPIREL
BEMH, EEER
FEHEIR R RATIE N EY
BIRE,
install.sh A SSHEIBFE PRI 2R EF‘*E?EM%E?‘})E
$o EH o
run.sh %%?&iﬁif?ﬁ’ﬂiéﬁﬂiﬂ EP*E?EM%EFJ)&
o EH o
G SR

AT BIERHEAEEEIRENFE R ERTE RN, TERGETE FEIINAYEF

BANHRAT R,

ERHEATHZE, 155E ( OpenPGPEEIIEIER ) , XFMSupportiih FEAIER
HEHTPCPHFERRI . MRBIGKW, BABRERZINEE, STIRRENRA

X Ti2ImRRR .

ERRGERR/ARCR, BFERR OASEERIERHENHFES, BERIRGE

KRR
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Atlas 500 A2 EEELSEERS

FPiEmE 7 EFERME
EEREEFEAE: http://support.huawei.com/carrier/digitalSignatureAction
A ZEFiEIGE: https://support.huawei.com/enterprise/zh/tool/pgp-verify-
TL1000000054
BRIELER
TE1 BESHNREERHA HEER—BF (4 “/home/test” ) ,
e Ascend-cann-nnrt_{version} linux-aarch64.run
o IBHIBEFEREE
e Dockerfile
e slog.conf
e installsh
e run.sh

FIR2 PITLUUTERESDockerfile X4,

1.

Lroot P ER, T THSERHICREG TG EFAFPHWHIAIUser,
HwBaseUser, HwDmUsergJUIDFOGID ( “Dockerfile” 3{4&dh<{ERAZE])
id HwHiAiUser

id HwBaseUser

id HwDmUser

HASE 14E EEEF, T TS tliEDockerfileX 4 ( 4Bl
“Dockerfile” ) o
vi Dockerfile

BEANUTREEHITwqis $IREF, LAUbuntu ArmiR2ERZ 6 ( LLTFRE S
mERA, BRAPRBEINERESESERHT AL ) -

# BRIBMERZERTAG, RIESEFMMEX

FROM ubuntu:22.04

ARG NNRT_PKG

ARG DIST_PKG

# A3 /usr/local/Ascend B RAFIEANNRTZ B R, MREHELREHMBR, BEHEFEN
SES

ARG ASCEND_BASE=/usr/local/Ascend
WORKDIR /home/AscendWork

COPY $NNRT_PKG .

COPY $DIST_PKG .

COPY install.sh .

# HIEREFSEERNEERE, KERMIEITREHWHIAIUser, HwDmUser, HwBaseUser=""FF
# QBRI TIFEN BIRF RAE, LB 1 ahEEIRHWHIAIUSe, HwDmUser, HwBaseUserfJUIDS
GID%531000, 1101, 110294
RUN umask 0022 && \

groupadd HwHiAiUser -g 1000 && \

useradd -d /home/HwHiAiUser -u 1000 -g 1000 -m -s /bin/bash HwHiAiUser && \

groupadd HwDmUser -g 1101 && \

useradd -d /home/HwDmUser -u 1101 -g 1101 -m -s /bin/bash HwDmUser && \

usermod -aG HwDmUser HwHiAiUser && \

groupadd HwBaseUser -g 1102 &&\

useradd -d /home/HwBaseUser -u 1102 -g 1102 -m -s /bin/bash HwBaseUser && \

usermod -aG HwBaseUser HwHiAiUser

# Zegennrt R EEIERER

RUN chmod +x $NNRT_PKG && \
J$NNRT_PKG --quiet --install --install-path=$ASCEND_BASE \
--install-for-all --force && \
sh install.sh && \
chown -R HwHiAiUser:HwHiAiUser /home/AscendWork/ && \
rm $NNRT_PKG && \
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7 EREE

rm $DIST_PKG && \
rm install.sh

ENV LD_LIBRARY_PATH=/usr/local/Ascend/nnrt/latest/lib64:/usr/local/Ascend/driver/lib64:/usr/lib64
ENV LD_PRELOAD=/lib/aarch64-linux-gnu/libc.so0.6

RUN In -sf /lib /lib64 && \
mkdir /var/dmp && \
mkdir /usr/slog && \
chown HwHiAiUser:HwHiAiUser /usr/slog && \
chown HwHiAiUser:HwHiAiUser /var/dmp

# ENHEEE
COPY --chown=HwHiAiUser:HwHiAiUser slog.conf /etc

COPY --chown=HwHiAiUser:HwHiAiUser run.sh /home/AscendWork/run.sh
RUN chmod 640 /etc/slog.conf && \
chmod +x /home/AscendWork/run.sh

# ERPHEEFERAICPUSE T, WBRAFSNTIESHIERE ‘47 #ikk

#RUN cp /usr/local/Ascend/nnrt/latest/opp/Ascend/aicpu/Ascend-aicpu_syskernels.tar.gz /home/
HwHiAiUser/ && \

# rm -rf /usr/local/Ascend/nnrt/latest/opp/Ascend/aicpu/Ascend-aicpu_syskernels.tar.gz && \
# echo $(wc -c /home/HwHiAiUser/Ascend-aicpu_syskernels.tar.gzlawk ' {print$1} ') > /home/
HwHiAiUser/aicpu_package_install.info && \

# tail -c +8449 /home/HwHiAiUser/Ascend-aicpu_syskernels.tar.gz > /home/HwHiAiUser/aicpu.tar.gz
&& \

# rm -rf /home/HwHiAiUser/Ascend-aicpu_syskernels.tar.gz && \

# chown HwHiAiUser:HwHiAiUser /home/HwHiAiUser/aicpu.tar.gz && \

# mkdir -p /home/HwHiAiUser/aicpu_kernels

#RUN tar -xvf /home/HwHiAiUser/aicpu.tar.gz -C /home/HwHiAiUser/ 2>/dev/null;exit O

#RUN rm -rf /home/HwHiAiUser/aicpu.tar.gz && \

# mv /home/HwHiAiUser/aicpu_kernels_device/* /home/HwHiAiUser/aicpu_kernels/ && \

# chown -R HwHiAiUser:HwHiAiUser /home/HwHiAiUser/

# BERPAEEFERAICPURT, BBUIITESHERE “#” Mtk
#RUN rm -rf /usr/local/Ascend/nnrt/latest/opp/Ascend/aicpu/Ascend-aicpu_syskernels.tar.gz && \
# chown -R HwHiAiUser:HwHiAiUser /home/HwHiAiUser/

USER 1000
CMD bash /home/AscendWork/run.sh

E8EZEDockerfileX4fE, HITLATaS{ERDockerfile MAHHR o

chmod 600 Dockerfile

install.shfr S 2=l :
cd /home/AscendWork
#REVSEIEREFERE, BRBERESNEE, DISTHRFPESNISHERREFEHEEER

tar -xzvf vpc_resnet50_imagenet_classification.tar.gz

run.shfr 573~ :

#!/bin/bash

nohup /var/dmp_daemon -I -M -U 8087 >&/dev/null &

/var/slogd -d

#HEN SRR HTHIEE S, BPEIRIBIIREEEEN
cd /home/AscendWork/vpc_resnet50_imagenet_classification/out
#HETAHATE, AP EIRIESCIRA RIS

./main

$E|3 HENRKEEFREER, ITUTHS, WEFRRR.

docker build -t image-name:tag --build-arg NNRT_PKG=nnrt-name --build-arg DIST_PKG=distpackage-
name.

I “Successfully built xxx” FRRBEGTEMTN, BSBBEUIRT-2FR,

AR

FEABERGSEREN 7 .
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7 EFEME

xR 7-2 SSHREB

el 1588

image-name:tag BREREMERE, AFPTBEITRE.

NNRT_PKG nnrt-nameNELIEES |ZEEIR, FRAEERXEE
&, BHEFETEIR,

DIST_PKG distpackage-nameR\ SHIBEFEREZR, FTEAE
EBRMHES, BRFPBTEE,

£R4 PITIAT SR EERREEME

docker save image-name:tag |gzip -c > image-name.tar.gz

.
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8 ZeF EFNNE

8 ZEBECEMINE

8.1 RRFFEIRE
8.2 Ngnix IP{5ilF%l3E
8.3 IRFLEINE
8.4 IMERZ L 2NNE
85 AL EINE

8.1 REtEeNIRE
RERGALNRE

5504.6 88,

FELUEIPRAINobody A FIETNginxBIEiEH, BTFHE4E443in0, ELFEER
BNginxgeH; BIMELUEAPRAIHWHIAIUser BFizfTHIdiscoveryiftight, RFEE
FRREEEFHTEBIR X, RItFEER EdiscoveryBe 1, #BBEENES-1,

% 8-1 gEHECEIAA

e agX (SERRE

cap_net_bind_serv | BIFNGInx4BEZR | NginxBEEH443i%0, PRLAEEESE

ice INF102489im 0. | E443im 8988 .

cap_net_raw=+ep | fdiFdiscoveryfEf | discoveryEE(FFRIAEIEFI AL BIE
FIaEETF 3o

8.2 Ngnix IP (i3

e  OMBEINginxiHiZRT, SXENPEEFRIAEEN, REiEwebBiRA0IPHRINE)
Nginx IP{llfrFlIZR.
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FFisrg 8 R EMNNE
o AEELTE. WIFISEHNIPHYGIR
IP {EXECESF
o IPVAHBIMERESI{4: /etc/sysconfig/network-scripts/ifcfg-xxx ( xxxeth0.
eth1)
o IPVAFIRECEN{S: /home/data/ies/tag.ini
(1 %88

o |PECE NIHIRRENASTIFEuler RFEFIUbUNtUER BE18.04 82 LA LIRS .
o |PHENHMNZIFAMETE,
o IPV6itEItFTFSmartKitB AR .

o Nginx{iilFAYIPvattzhtFOIPvEBIE A R —M-EHY, ANREIIFAYIPvAR-EATZIEIPvEiBiL,
MRS IPveitit

o (RIFHBINGinx{AITAIERZ RAZE 1N PvAtEHERI—/NMPveltilt, ANRIFESNREES
{;Web” BIP, RASIRBEM-RIERIRE, EEMRIRF (etho > eth1 ) (£5k=EI—IP
b o

8.3 IX/LZTEINE

2 Froot HPIZIZE R .

BB £ “/etc/ssh/sshd_config” 3Z{4H1E “PermitRootLogin” SR E
yg “ no ” o

{ERLiInuxBTHJIASLR ( address space layout randomization ) &g, 1EizimiE
WEkpiFee

BB £ “/proc/sys/kernel/randomize_va_space” {HHRBAN “27

$&sudodp$HtargetpwikINiZ HREAE R WA BIRAFPRIZ, FLEEINsudo
HNfE, FFMERPAEERArootZR, MaILUENrootlkSHITREAR®S, S
EBAPUNINITRS . ZIEREARRI, EIHRINZIEIR,

Hf7cat /etc/sudoers | grep -E "A[A#]*Defaults[[:space:]]+targetpw" &5 $HE
BE2EFE “Defaults targetpw” =% “Defaults rootpw” ECEIR, MNRAFE,
BTE “/etc/sudoers” SZHRY “#Defaults specification” TiiN “Defaults
targetpw” @& “Defaults rootpw” ECEIRN,

2 FEERF S EEIFEm SN E oot R,

Hi{Tcat [etc/sudoersipSHEE “/etc/sudoers” HEFERFE “root
ALL=(ALL:ALL) ALL” #0 “root ALL=(ALL) ALL” Z4MYIEMEFEER “ (ALL)
ALLFO(ALL:ALL) ALL” . WNREFE, BRIELRISHSHIAREETE, WNERH

INREE, 1Mk, #5180 “user ALL=(ALL) ALL” . “%admin ALL=(ALL)
ALL” 8 “%sudo ALL=(ALL:ALL) ALL”

JIRIEREISE RN T ERIMEN AL, BIBIRIRIFR A FgetrandomRGFA ( FUA
BIERREXH)

8.4 BIFRHEZREINE

FRFPFREBAARNANRZERE, RIFEHRREIT, FERMMEAIATIIREIR

o
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8.4.1 P XIEECE

RMERSRRER, EREEBEAF, JLUBERE “/etc/logindefs” SX{4#E
“ALWAYS_SET_PATH” ZFEFIEEN “yes” , BHLEEAURIE. tboh, RTEHLEEE
FAPiEidsu rootiRIMETE NI, TTLUSIRSSEECE Y “ /etc/default/su”
RRELE S “ALWAYS_SET_PATH” 1885 “yes” ,

8.4.2 iZE umask
EAFEEN (BFEEEN) MERPHumaskigBER27RELLE, IE5REM.
LA Bumask 077461, BAEIENTAIR.
ST LlrootFIPERRSR, WiE “/etc/profile” Xi4.

vim /etc/profile

W2 £ “/etc/profile” HFKEN Lumask 077, {REFFHEL.
SBT3 PITN TS FEREE.

source /etc/profile

R

8.4.3 TRENHZEME]
ENE TS Docker B SYIRY HAGRIERAFELER, RATNAFEA R ——
N, SEUNIEY S ARE TR A MR «

FBFPaILA4Tfind / -nouser -nogroup@s <, EIAEZHNNIEN BT EFE
RIESERIuidFNgidRIBENAIRFPFIEFAE, sEiEesBraouidflBEFEANgid
kigfc, WP NHEE, BELTBENHEARFTHREERE,

8.4.4 5 Dos I

BT RIIEZRMERERSZAGHLSHARNNES, BLERFERESIERSG
o = FIRAEHEIEAIITEEBUR T IRSZ2RPMRERY “keepAlive” 1HXSH, BIRIESE
PRl S EIRIRETCPIRIERTE) . HRNXEFURN AR

AFELESYNIZE:, RIESCRRISSEEK, $TFF “tcp_syncookies” , BITIRE
“tcp_max_syn_backlog” EFFEAZESYNPAIIRIKE, 81T “tcp_synack_retries” 0
“tcp_syn_retries” EFENSYNHIEIXIREL

8.5 e L ENNE

Docker BFRFFREMMAEEXHLZENNE
AEEHEREIEIFroot AR,
MERMBEHTRIAM, RIS T HOIRI0S L.

RrgtgafEDockerfilerP{EFIADDIES , {EFIADDIRERIFKRAING, FEZSE
B o

REEEEDockerfile b iFiEBURE S
Nt ee Bt Aupdate BHTES .
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PSR 8 LeEEMINE
o NAREINERCENG, HFZERELESEENHASGSHE R, TER
FEHASBSAEERHISHERRE.
o MHBETERSEHEESUIDFISGIDARASEFIE S .
AR HI(FERLIER

FusionDirector N B EIEABXIFNA RS XKAIINEE

- AR ESNSESE.

- A ENBRRESRIRLIMIERS .

- IEESEEREHE.

- REMAEFIAEIDRERENO,

- IS EEVINGE,

XIEBB AV T LATAPRIRHI:

- #=F (flhni@idset-user-1D & set-group-ID file mode ) FRIBAFUEF .
- BB BEHEZ=FEMAET PID (Process ID) =],

- EBRDockersziFHIENIABEEE

- BEBRMHRESFESHNRIZ,
- AZFFECESeccomp,

Docker BE1TLZEINE

%1%iﬁ§%§§@i§ﬁ, ENABAFPREWSS, BEEWNTIER, EMRMESZESEE
WihA:

[EBapparmorgEf]: 1ZITERSAIRIiEEapparmor3 {4, apparmorgeiigigfigs
K&, FRIPLInuxRSFIN BIZRF .. BHapparmorBe HRTEREE L FLInuxPItZAY

apparmorIfgE.

[BAISELinuxBES]: IB1TARSERIRIEESELINUXBCE, ISR EM . BASELInuxEE
HBIEE(ER “--selinux-enabled” EeE&TEDockersFiFHIZHLE

BRISAREED: FTEFHA “--live-restore” ECEIF/DYIDockersriPHiZAMK
i,

NABRERFZRNEE, BERiRLATSNEARE, SHEARER., K
FRBEIFREARRFCPU. HF,

B R AR RRPIRITAAERINA

B R ERBPOIT AV ERIRC .

NEREEESRICPUMER

KBEBMRERFEB N TR
BEANERREHNEINTENENEND, HERNIRORSIECETSEIPHELL,
PREIS R TR G aiRfforkiHiZ I E .

BeIRSXIIMRIT A SO B RERNZE S, RIESEIER R
Hy o

BRAERZERIEITSSHIRSS I o
BeH=hETE, 8iF: MEGITE . UTSapAZE). userapA==E,
BiafrzseerhiEsidocker.sock. dockershim.sockflcontainerd.sock
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FF$5rs 8 TehcEMINE
o HEARMEMBEINETE. ConfigMapFEREURYER, LABSIEBUSEE
=o
Docker<FiF#IERILREINE, BUABE TLATESH . APARIEWVSEE, & “/etc/
sysconfig/docker” {4F{&2DockerfIZINECE -
o --icc=false: AAFAEEBIEEREE.
e --live-restore: JSFADockerBlZAIRINEE o
e --userland-proxy=false: ZFHEF=E{E,
e --default-ulimit nofile=1024:2048: [R#IENHIZHISGDIRE 1024,
e --default-ulimit nproc=512:512: [RHIEUIDAYforkiHFZE 8512,
e --config-file="": ZMDockerfIE &4,
e --log-driver=json-file: json-filedXENFEFFAEHESICRIREIIER o
e --log-opt max-size=2m: HEZRSNRIHIRAK/NA2MB,
e --log-opt max-file=2: ALAFERRABEEE.
AENAHEZENE

MNRBRNAPEFEESHERNERL, TfestlasNARESRERY, S
WERTEARER . EWAFIRIESS, BE °/etc/docker/daemon json” BB

“log-opts” FEZHY “max-size” ﬂ] “max-file” &%, ZEBESEERFDockerfF, It
(EX B EZ EEIERIB SRR ALY

SE0RA:
e max-size: HEBMRMEIIRAEMESERN
o max-file: BEBNEEIIGRAEEXIGEHE.
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FAQ

9.1 I BEN FH TR R Z R IR HISE LM
9.2 ETEARE

9.1 RN AR TR FIT R RIRIRH SEKIW

el R

5(9‘"“7" B TERE S MIPRZERIERT, FusionDirectorXdRIg(EIREIEMIEE
“FAILED: system cpu is busy ” . “FAILED: system storage available space not
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16 | https://www.rfc-editor.org/rfc/rfc7692.html
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18 | https://datatracker.ietf.org/doc/html/rfc6455
(1) #eA
SFRERRTFLALERE, ESMEETTUSEFRIAGRE.
A.4 ZEREE
gEREIE = i 1520A
DHCP Dynamic Host Configuration | ZhZEHECE Y
Protocol
Atlas IES Atlas Intelligent Edge System | BRELZ RS
NTP Network Time Protocol LRI I
MEF MindX Edge Framework BENASEAN
MASRRAS 01 (2023-05-11) WRIXERE © LR ARBIRAT 168



	前言
	目  录
	1 概述
	1.1 产品简介
	1.2 产品特点
	1.3 系统框图

	2 用户必读
	2.1 使用准则
	2.2 默认参数
	2.3 eMMC内存映射准则
	2.4 权限模型

	3 应用场景
	4 Web界面功能介绍
	4.1 智能边缘管理系统
	4.2 新手入门
	4.2.1 基础操作
	4.2.2 Web界面支持的分辨率
	4.2.3 用户登录

	4.3 首页
	4.4 修改用户密码
	4.5 管理
	4.5.1 网络配置
	4.5.1.1 有线网络
	4.5.1.2 无线网络

	4.5.2 时间配置
	4.5.2.1 设置系统时间

	4.5.3 网管注册
	4.5.4 存储配置
	4.5.4.1 存储管理
	4.5.4.2 NFS管理

	4.5.5 告警信息
	4.5.5.1 当前告警
	4.5.5.2 已屏蔽的告警
	4.5.5.3 未屏蔽的告警

	4.5.6 日志收集
	4.5.7 固件升级
	4.5.7.1 系统升级
	4.5.7.2 通过FusionDirector升级

	4.5.8 复位控制
	4.5.9 系统信息

	4.6 设置
	4.6.1 安全策略
	4.6.1.1 Web超时
	4.6.1.2 密码有效期
	4.6.1.3 登录规则
	4.6.1.4 弱口令
	4.6.1.5 证书
	4.6.1.6 证书过期告警

	4.6.2 恢复出厂


	5 命令行介绍
	5.1 命令行说明
	5.1.1 格式说明

	5.2 登录命令行
	5.3 常用的设备维护命令
	5.3.1 manual_kmc_update命令
	5.3.2 update_alg命令
	5.3.3 mount_white_path命令
	5.3.4 modify_path_sftp命令
	5.3.5 om_ability_policy命令
	5.3.6 ies_tool restore_factory命令
	5.3.7 gpio_operate命令
	5.3.8 boot_tool命令
	5.3.9 策略路由配置命令
	5.3.9.1 ip route命令
	5.3.9.1.1 ip route add
	5.3.9.1.2 ip route save
	5.3.9.1.3 ip route list
	5.3.9.1.4 ip route showdump
	5.3.9.1.5 ip route del
	5.3.9.1.6 ip route persist
	5.3.9.1.7 ip route change

	5.3.9.2 ip rule命令
	5.3.9.2.1 ip rule add
	5.3.9.2.2 ip rule save
	5.3.9.2.3 ip rule list
	5.3.9.2.4 ip rule del
	5.3.9.2.5 ip rule persist



	5.4 常用的Linux维护命令
	5.4.1 查看帮助信息
	5.4.2 断开连接
	5.4.3 设置CLP空闲超时断开时长
	5.4.4 检查网络连通性
	5.4.5 free命令
	5.4.6 ps命令
	5.4.7 netstat命令
	5.4.8 df命令
	5.4.9 ifconfig命令
	5.4.10 route命令
	5.4.11 top命令
	5.4.12 docker命令
	5.4.13 date命令
	5.4.14 meminfo命令
	5.4.15 cpustat命令
	5.4.16 fdisk命令
	5.4.17 sftp命令
	5.4.18 develop命令
	5.4.19 passwd命令


	6 通过FusionDirector配置容器应用
	6.1 对接FusionDirector
	6.2 配置容器应用
	6.2.1 部署容器应用
	6.2.2 更新容器应用
	6.2.3 卸载容器应用


	7 常用操作
	7.1 使用PuTTY登录设备（网口方式）
	7.2 通过sftp传输文件
	7.3 打开Wireless_Module前配置eth0或eth1路由信息
	7.4 证书检测周期配置
	7.5 制作推理镜像

	8 安全配置和加固
	8.1 系统能力设置
	8.2 Ngnix IP侦听列表
	8.3 设备安全加固
	8.4 操作系统安全加固
	8.4.1 防火墙配置
	8.4.2 设置umask
	8.4.3 无属主文件安全加固
	8.4.4 防Dos攻击

	8.5 容器安全加固

	9 FAQ
	9.1 对容器应用进行操作时因资源限制导致失败
	9.2 磁盘空间不足

	A 附录
	A.1 脚本清单
	A.2 命令清单
	A.3 公网地址
	A.4 缩略语


